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Background
Over the years the ITU has developed a number of activities with regard to cybersecurity. These activities are based around Action Line C5 of the World Summit of the Information Society (WSIS) on ‘building confidence and security in the use of ICTs’ of the Geneva Action Plan. The ITU also has work inputs on cyber issues through PP Resolution 130 (Rev. Guadalajara 2010); Resolution 174 (Guadalajara 2010); Resolution 179 (Guadalajara 2010) and Resolution 181 (Guadalajara 2010), as well as ITU-T WTSA Resolution 50 (Johannesburg 2008). Lastly, ITU Council Resolution 1305 adopted at its 2009 session, identified the security, safety, continuity, sustainability and robustness of the Internet as public policy issues that fall within the scope of the ITU.
However, ITU Resolution 130 (Rev. Guadalajara 2010) resolves that the ITU should not get involved in drafting laws, and that issues around content[footnoteRef:1], cybercrime[footnoteRef:2], national defence and security[footnoteRef:3] is a national matter and outside the scope of the ITU. [1:  Content can be defined as data that move over networks. The ITU responsibilities are to ensure the interoperability of the underlying systems that enable network communications to happen, but not the content that move over these network infrastructures. ]  [2:  The Council of Europe's Budapest Convention uses the term 'cybercrime' to refer to offenses ranging from criminal activity against data to content and copyright infringement. Therefore, cybercrime include but are not limited to phishing, theft or manipulation of data or services via hacking or viruses, identity theft, and bank or e-commerce fraud. ]  [3:  National defence and security – as the ITRs only deal with the commercial procedures for engaging in International telecommunications, it is clearly out of scope to engage in issues such as national defence and security under the cybersecurity heading. It should also be noted that issues around cyber issues are already being discussed in other UN fora by national government experts.] 

Analysis
Cybersecurity
Any proposals that include cybersecurity would need to be looked at to see if they were consistent with the principles expressed in PP Resolution 130 (Rev. Guadalajara, 2010). In effect, only aspects of cybersecurity that protect networks from technical harm would likely be acceptable to be addressed in the revised ITRs.
It should also be noted that under PP Resolution 171 (Guadalajara 2010), the ITRs should contain “strategic and policy principles” and be “of relevance to be included an international treaty”. It could be argued that including cybersecurity issues within the ITRs is in contravention of PP Resolution 171 (Guadalajara 2010); as it is likely to stray into issues around content and other national policy, legal, regulatory issues.
There is also an issue on whether any final wording on cybersecurity can be sufficiently high level enough, remain technological neutral, and is worded so to ensure the longevity of the final texts, but which also does not breach CEPT criterion 4[footnoteRef:4] for the World Conference on International Telecommunications 2012. [4:  See CEPT contribution C20 to ITU CWG WCIT-12.] 

Proposal
That CEPT resists any text relating to ‘cybersecurity’ being inserted into the revised ITRs as per CEPT criterion 4: “exclusion of areas related to Member States’ application of legal or policy principles which are within their sovereign rights’ e.g. those issues covering content, cybercrime and national security and defence.
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