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DIAP-1: Proposal to observe the limitations on Cybersecurity established by PP-10 when revising the ITRs
Support:

Canada, United States of America, Guatemala (Republic of)
[Antigua and Barbuda], [Argentine Republic], [Bahamas (Commonwealth of the)], [Barbados], [Belize], [Bolivia (Plurinational State of)], [Brazil (Federative Republic of)], [Chile], [Colombia (Republic of)], [Costa Rica], [Dominica (Commonwealth of)], [Dominican Republic], [Ecuador], [El Salvador (Republic of)], [Grenada], [Guyana], [Haiti (Republic of)], [Jamaica], [Mexico], [Nicaragua], [Panama (Republic of)], [Paraguay (Republic of)], [Peru], [Saint Lucia], [Saint Vincent and the Grenadines], [Saint Kitts and Nevis (Federation of)], [Suriname (Republic of)], [Trinidad and Tobago], [Uruguay (Eastern Republic of)], [Venezuela (Bolivarian Republic of)]
Background:
Cybersecurity -protecting IP based network systems from virtual threats- has become a matter of growing concern to Member States due to the increasing exploitation of vulnerabilities in IP networks and applications to steal data and corrupt systems. 

This has led to suggestions that the subject of cybersecurity ought to be included in developing revised International Telecommunication Regulations (ITRs) at the 2012 World Conference on International Telecommunications (WCIT). 

However, there are at least three aspects of cybersecurity that should be excluded from consideration when revising the ITRs.  They are content, national defense/national security, and cybercrime.   
The content of communications that flow over networks is sometimes considered to be an element of cybersecurity.  Regardless, regulation of the content of communications is a national matter.  Different countries, depending upon their cultural and legal systems, have different views on how to regulate the content of communications.  The ITU’s expertise is in assuring the interoperability of the underlying systems that enable communications, and it has never had, nor should it have, any say in the content of the communications that flow over these networks.  Issues of content should be outside the scope of any revised International Telecommunication Regulations.  

National defense and national security - protecting a nation state from cyber attacks that threaten a nation’s security, critical infrastructure, or economy - is also a topic that should be off-limits in developing revised International Telecommunication Regulations.  The ITRs deal only with the commercial aspects of communications networks.  Any global treaty-level document on the subject of national defense or national security aspects of cyberspace would need to be negotiated by an entirely different group of defense and intelligence experts with an entirely different set of objectives than the experts in commercial communications who will be revising the ITRs at the WCIT.  In fact, such experts are holding these kinds of discussions in another UN forum, so there is no need to consider them in developing revised ITRs.  

Cybercrime is another specialized aspect of cybersecurity.  In this case, the experts are law enforcement personnel such as lawyers, judges, prosecutors and police.  There are other fora – including other UN agencies -- where these experts gather to discuss the concept of an international treaty on cybercrime and such issues as drafting cybercrime legislation and the elements of a cybercrime.  This is also an aspect of cybersecurity that should be excluded from the scope of revised ITRs.

A year ago, in preparation for the ITU Plenipotentiary Conference in Guadalajara, CITEL adopted an Inter-American Proposal (IAP VII, Doc. PP-10/36 Add 1 at p.29)) that recognized that while the ITU had an important and legitimate role to play in improving global cybersecurity, these three aspects of cybersecurity – content, national defense/national security, and cybercrime—were outside the scope of the ITU’s mandate.  This view was overwhelmingly accepted by the Member States at the Plenipotentiary Conference in Guadalajara and adopted in revised PP Resolution 130.  This resolution, along with the CITEL IAP submitted to that conference, resolved for the ITU to avoid undertaking activities that fall within the mandates of other intergovernmental and relevant international bodies.  For the same reasons that were expressed at that time, these three aspects of cybersecurity should be excluded from consideration in revising the ITRs.  

Any aspect of cybersecurity other than these three must be taken into account for its possible inclusion in the ITR. Same must meet, at least, the criteria established in Resolution 171 (Guadalajara, 2010)

Proposal:
Consistent with Resolution 130 (Rev Guadalajara, 2010) of the Plenipotentiary Conference, the CITEL Administrations support excluding content, national defense and security, and cybercrime aspects.  Any other aspects of cybersecurity must meet the criteria established in Resolution 171 (Guadalajara, 2010) in order to be considered for inclusion in any revised ITRs.

__________

DIAP-2:  PROPOSAL IN SUPPORT OF STABLE ITRs

Support:

Canada, United States of America, Dominican Republic

[Antigua and Barbuda], [Argentine Republic], [Bahamas (Commonwealth of the)], [Barbados], [Belize], [Bolivia (Plurinational State of)], [Brazil (Federative Republic of)], [Chile], [Colombia (Republic of)], [Costa Rica], [Dominica (Commonwealth of)], [Ecuador], [El Salvador (Republic of)], [Grenada], [Guyana], [Haiti (Republic of)], [Jamaica], [Mexico], [Nicaragua], [Panama (Republic of)], [Paraguay (Republic of)], [Peru], [Saint Lucia], [Saint Vincent and the Grenadines], [Saint Kitts and Nevis (Federation of)], [Suriname (Republic of)], [Trinidad and Tobago], [Uruguay (Eastern Republic of)], [Venezuela (Bolivarian Republic of)]

Background:
The International Telecommunications Regulations (ITRs) were last revised in 1988 (nearly 23 years ago) and prior to that in 1973 (15 years earlier).  The current and previous versions of the ITRs have proven to be sufficiently flexible to support the introduction of new and innovative technologies and services for nearly forty years.   One reason for the stability of the ITRs is that the scope and purpose of the ITRs is to “establish general principles which relate to the provision and operation of international telecommunication services offered to the public as well as to the underlying international telecom​munication transport means used to provide such services. …”
.  The high level nature of the ITRs, along with the infrequency of ITU international conferences to amend them, has resulted in the ITRs being the most stable of all the ITU treaties.

Recognizing the difficulties described in Resolution 163 (Guadalajara, 2010)
 related to need for a stable ITU Constitution, it is also in the interest of all ITU Member States to ensure that the revised ITRs is a stable treaty.  Additionally, ITU Sector Members would benefit from maintaining a stable ITR treaty that would support ongoing investment, innovation and growth in the international telecommunications networks and markets globally.  Toward this end, the ITRs should be maintained as a treaty applicable to all ITU sectors and the ITU should avoid associating future WCITs with any particular ITU sector, unlike the World Radiocommunications Conferences (WRCs) association with the ITU-R, or establishing it as a periodic conference like the ITU Plenipotentiary Conferences (PPs).   Unlike the Radio Regulations (RRs), which are highly technical because of the need to ensure the compatible use of radio spectrum by different services, the provisions of the existing ITRs were written at a high level that allows them to be both stable and sufficiently flexible to allow for the introduction of innovative new technologies over long timeframes.  In our view, if the criteria established by the PP-10 in Resolution 171 (Guadalajara, 2010)
 are adhered to, there would be no need to revise the future ITRs on any periodic basis or to associate the ITRs with any particular ITU sector.

Proposal:
The CITEL Administrations support achieving a set of revised ITRs that is a stable treaty instrument containing a high level set of general principles that support the introduction of innovative new technologies and services over a long timeframe.  Toward that end, the CITEL Administrations seek to avoid associating future WCITs with any particular ITU sector or establishing it as a conference that is held periodically.
__________

DIAP-3: PROPOSAL IN SUPPORT OF AVOIDING OVERLAPS BETWEEN RADIO REGULATIONS AND THE ITRs, AND MAINTAINING ALL RADIO-SPECIFIC REGULATIONS WITHIN THE RADIO REGULATION 

Support:

Canada, Dominican Republic, United States of America, Guatemala (Republic of)
[Antigua and Barbuda], [Argentine (Republic)], [Bahamas (Commonwealth of the)], [Barbados], [Belize], [Bolivia (Plurinational State of)], [Brazil (Federative Republic of], [Chile], [Colombia (Republic of)], [Costa Rica], [Dominica (Commonwealth of)], [Ecuador], [El Salvador (Republic of)], [Grenada], [Guyana], [Haiti (Republic of)], [Jamaica], [Mexico], [Nicaragua], [Panama (Republic of)], [Paraguay (Republic of)], [Peru], [Saint Lucia], [Saint Vicent and the Grenadines], [Saint Kitts and Nevis (Federation of)], [Suriname (Republic of)], [Trinidad and Tabago], [Uruguay (Eastern Republic of)], [Venezuela (Bolivarian Republic of)]

Background:
The ITU maintains four treaty documents- the Constitution (CS), the Convention (CV), the ITRs, and Radio Regulations (RRs) –that have different scopes and purposes. Article 4 of the ITU Constitution established a hierarchy among these four instruments, with the Constitution as the supreme instrument, and the Convention as an instrument of somewhat lesser importance and the Administrative Regulations (the ITRs and RRs) as inferior to both the CS and CV:

	31
PP-98
	3
The provisions of both this Constitution and the Convention are further complemented by those of the Administrative Regulations, enu​merated below, which regulate the use of telecommunications and shall be binding on all Member States:

	
	–
International Telecommunication Regulations, 

	
	–
Radio Regulations.

	32
	4
In the case of inconsistency between a provision of this Constitu​tion and a provision of the Convention or of the Administrative Regula​tions, the Constitution shall prevail. In the case of inconsistency between a provision of the Convention and a provision of the Administrative Regulations, the Convention shall prevail.


Note that while Article 4 of the ITU Constitution establishes that the provisions of both the CS and the CV have priority over those of the Administrative Regulations, Article 4 does not establish a hierarchy between the ITRs and the RRs.  Article 1 (1.8)
 of the ITRs addresses the potential overlap in the provisions of the ITRs and the RRS.   Any revision of the ITRs shall maintain this provision because otherwise, based on established international law, if there are inconsistencies between these two Administrative Regulations, then the provisions in the latest treaty would likely prevail.  In summary, the function of the ITRs should be to complement, but not conflict with, overlap or repeat, the provisions of the CS, the CV and the RRs.

As a general matter, it would be highly beneficial if all regulations specific to radiocommunications within the ITU’s Administrative Regulations were contained within the Radio Regulations where they may be addressed by a competent WRC, as needed. This would avoid the need to track and ensure consistency between two treaties that have equal status, noting that this problem does not exist in any overlaps that may occur between the RRs and the CS/CV since it is clear that in all cases the CS/CV supersedes the RRs.
Proposal:
The CITEL Administrations support avoiding overlaps between the revised ITRs and the Radio Regulations.  As a general matter, CITEL Administrations consider that all ITU’s administrative regulations specific to radiocommunications should be contained within the Radio Regulations where they may be addressed by a competent World Radiocommunication Conference (WRC), as needed.  

__________

DIAP-4: PROPOSAL IN SUPPORT OF MAINTAINING THE VOLUNTARY NATURE OF ITU-T RECOMMENDATIONS

Support:

Canada, Dominican Republic, United States of America, Guatemala (Republic of)
[Antigua and Barbuda], [Argentine (Republic)], [Bahamas (Commonwealth of the)], [Barbados], [Belize], [Bolivia (Plurinational State of)], [Brazil (Federative Republic of], [Chile], [Colombia (Republic of)], [Costa Rica], [Dominica (Commonwealth of)], [Ecuador], [El Salvador (Republic of)], [Grenada], [Guyana], [Haiti (Republic of)], [Jamaica], [Mexico], [Nicaragua], [Panama (Republic of)], [Paraguay (Republic of)], [Peru], [Saint Lucia], [Saint Vicent and the Grenadines], [Saint Kitts and Nevis (Federation of)], [Suriname (Republic of)], [Trinidad and Tabago], [Uruguay (Eastern Republic of)], [Venezuela (Bolivarian Republic of)]

Background: 

The existing Article 1.4 of the ITRs states “References to CCITT Recommendations and Instructions in these Regulations are not to be taken as giving to those Recommendations and Instructions the same legal status as the Regulations.”  As a general matter, the ITU-R Recommendations are also voluntary.  Only a very few ITU-R Recommendations are explicitly adopted into the Radio Regulations by reference.  This is only done for the purpose of providing any necessary technical details that are required for the implementation of a specific provision of the Radio Regulations.  In all cases, this is to ensure technical compatibility among applications of radio services that operate in accordance with the Radio Regulations.  None of the ITU-T Recommendations have a comparable purpose since that they do not provide technical details that would be required to enforce any provisions of the ITRs. There is neither a technical nor a regulatory basis for giving any of the ITU-T Recommendations the same legal status as the very general, high level provisions contained in the ITRs 

Proposal:
CITEL Administrations support maintaining the existing Article 1.4 of the ITRs, with the appropriate editorial revision to change “CCITT” to “ITU-T”, which establishes that the ITU-T Recommendations are voluntary for ITU Member States.
__________

DIAP 5:
International Mobile Roaming Rates

Support:

United States of America, Peru
[Antigua and Barbuda], [Argentine Republic], [Bahamas (Commonwealth of the)], [Barbados], [Belize], [Bolivia (Plurinational State of)], [Brazil (Federative Republic of)], [Canada], [Chile], [Colombia (Republic of)], [Costa Rica], [Dominica (Commonwealth of)], [Dominican Republic], [Ecuador], [El Salvador (Republic of)], [Grenada], [Guatemala (Republic of)], [Guyana], [Haiti (Republic of)], [Honduras (Republic of)], [Jamaica], [Mexico], [Nicaragua], [Panama (Republic of)], [Paraguay (Republic of)], [Saint Lucia], [Saint Vincent and the Grenadines], [Saint Kitts and Nevis (Federation of)], [Suriname (Republic of)], [Trinidad and Tobago], [Uruguay (Eastern Republic of)], [Venezuela (Bolivarian Republic of)]

Background:

Studies on international mobile roaming rates have shown that, even in fairly mature competitive mobile markets, rates may be considered high.
  For example, international roamers generally pay substantially higher charges to make calls to their home country than the charges paid by the locals in the visited country to place similar calls to roamers’ home countries.  Some contend that lack of competition and clear roaming substitutes at the wholesale level, combined with the lack of international retail roaming substitutes and consumer awareness regarding international roaming at the retail level, lead to market failure in international mobile roaming markets.  Others contend that the issue lies solely at the wholesale (carrier-to-carrier) level where the Inter Operator Tariff (IOT), a payment made by a roamer’s home country mobile network operator (MNO) to the visited country MNO, is determined not by the actual cost of roaming, but by the ability of the home MNO to deliver a number of roaming minutes to the visited MNO at an IOT that is greater than the cost of international roaming.

None of the studies so far have been able to persuasively identify the primary cause for high retail international roaming rates, or why these rates may not always respond to market pressures.  As a result, regulators and policy makers have resorted to disparate regulatory tools, ranging from consumer empowerment and education to retail rate regulation, to address high international mobile roaming rates.  Recently a number of countries including some in the Americas region have entered into bilateral and regional agreements to address high international mobile roaming rates.
 
Proposal:
Like many countries in other regions, the CITEL Member States are keenly interested in issues related to high international roaming rates.  Furthermore, we are aware that many factors impact international roaming rates.  These factors include: the complex nature of wholesale and retail markets, differing needs and travel patterns of roamers, emerging alternative technologies to international roaming, developments in the wholesale roaming market, and ambiguous results of market interventions by regulatory authorities in other regions on international roaming.  Accordingly, CITEL Member States understand that any proposed regulations at the national as well as the international level must take into account whether those regulations would efficiently and effectively address unique local roaming issues.    

CITEL Member States believe that:

· A global solution to high international mobile roaming rates is likely to be neither efficient nor effective;  

· National regulatory authorities would be best served by having the opportunity to consider a wide array of regulatory tools, technological solutions, and  policies that promote consumer awareness and empowerment coupled with transparency in international mobile retail roaming rates to address high international mobile roaming rates;

· Any proposed regulatory and market interventions must be evaluated in terms of their effectiveness with respect to the future market and technological innovations in international roaming in our region;

· National regulatory discretion should be preserved to address any market failures;
· Market based solutions can be effective and efficient means of addressing concerns about roaming charges;  

· Bilateral and regional cooperation between Member States to address high international roaming rates may be more effective than a global solution.  

__________

� Excerpt taken from Article 1.1a – Purpose and Scope of the Regulations – of the ITRs (GENEVA, 1989)


� See recognizing b) and c) of Resolution 163 (Guadalajara), “Establishment of a Council working group on a stable ITU Constitution”


� See resolves further 3) in Resolution 171 (Guadalajara, 2010), “Preparations for the 2012 World Conference on International Telecommunications”


� Article 1 (1.8) of the International Telecommunication Regulations (1988) states, “The Regulations shall apply, regardless of the means of trans�mission used, so far as the Radio Regulations do not provide otherwise.”


� See for example, J Scott Marcus and Imme Philbeck, “Study on the Options for addressing Competition Problems in the EU Roaming Market,” WIK-Consult, Bad Honnef, Germany, December 2010, available at  �HYPERLINK "http://ec.europa.eu/information_society/activities/roaming/docs/cons11/wik_report_final.pdf"�http://ec.europa.eu/information_society/activities/roaming/docs/cons11/wik_report_final.pdf�.; European Commission, “Special Eurobarometer 356, Roaming in 2010” February 2011 available at �HYPERLINK "http://ec.europa.eu/public_opinion/archives/ebs/ebs_356_en.pdf"�http://ec.europa.eu/public_opinion/archives/ebs/ebs_356_en.pdf�; Tony Shortall, A Structural solution to roaming in Europe,” EIU Working Paper, 2010, available at  �HYPERLINK "http://cadmus.eui.eu/bitstream/handle/1814/14398/RSCAS_2010_62.pdf"�http://cadmus.eui.eu/bitstream/handle/1814/14398/RSCAS_2010_62.pdf�.  Body of European Regulators for Electronic Communications, “International Mobile Roaming Regulation  BEREC Report,” December 2010, available at �HYPERLINK "http://erg.eu.int/doc/berec/bor_10_58.pdf"�http://erg.eu.int/doc/berec/bor_10_58.pdf�.; OECD “International Mobile Roaming Charging in the OECD Area,” December 2009





� See for example, European Union, Australia, New Zealand, Korea, CIS, Singapore, and Malaysia.  Additionally, recently Peru and Brazil have agreed to a joint project to eliminate roaming tariffs, and to apply a national roaming-rate level in their border zones so that border zone residents will be able to communicate on each side of the border at their local rates.
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