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Germany’s answer to the TAP Consultation on draft new Recommendation

G.9980
“Remote management of CPE over broadband networks – 

CPE WAN Management Protocol (CWMP)”
TSB Circular 203
In reference to the approval process according to Resolution 1, Section 9, of draft new Recommendation G.9980 Germany comments on the TAP Consultation as follows:
Regarding to the provisions of Resolution 1, Section 9, Administrations are asked by TSB (Circular 203) to assign authority to ITU-T Study Group 15 that draft new Recommendation G.9980 (COM 15 – R 20 – E) should be considered for approval at the next Study Group meeting.Germany took note that the version of the text that is foreseen for approval at the upcoming ITU-T SG 15 meeting consists of only nine normative references to documents of the Broadband Forum (BBF). Analysing the normatively referenced documents more deeply, it became obvious that each of the referenced documents contains additional normative references by itself (instances of normative references) including references to fora / consortia outside the BBF.
It is Germany’s firm belief that the ITU-T’s membership needs to have the full and direct control over the content of ITU-T Recommendations. Furthermore, an ITU-T Recommendation should be substantial in itself, not to complex, technical accurate and complete and should not conflict with existing Recommendations etc.
Relating to security, privacy, and data protection BBF TR-069 currently defines a method to configure a CPE without any explicit endorsement of the user. As a consequence of this, the Auto Configuration Server (ACS) could install software and reconfigure the CPE without the involvement or endorsement of the user. Furthermore, these functionalities could potentially grant access to personal data and could enable the tracking of users, etc.
Further on, the security configuration (e.g. the Wifi settings) of the CPE could be changed potentially resulting in the granting of unlimited access to the CPE, the reconfiguration of firewalls or encryption, etc. This could altogether lead to the result that a third party could have the possibility to access such a reconfigured network and/or access point while holding the customer liable for any abuse of his subscriber line.
Hence Germany is not in favour to assign authority to ITU-T Study Group 15 that draft new Recommendation G.9980 (Remote management of CPE over broadband networks – CPE WAN Management Protocol (CWMP)) is considered for approval at the next Study Group meeting.
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