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European Common Proposal/Position <xx>
1. International roaming

Background

The details of the roaming process differ among types of mobile networks, but in general, the process resembles the following:

1. When the mobile device is turned on or is transferred via a handover to the network, this new "visited" network sees the device, notices that it is not registered with its own system, and attempts to identify its home network. If there is no roaming agreement between the two networks, maintenance of service is impossible, and service is denied by the visited network.

2. The visited network contacts the home network and requests service information (including whether or not the mobile should be allowed to roam) about the roaming device using the IMSI number.

3. If successful, the visited network begins to maintain a temporary subscriber record for the device. Likewise, the home network updates its information to indicate that the mobile is on the visited network so that any information sent to that device can be correctly routed.

If a call is made to a roaming mobile, the public telephone network routes the call to the phone's registered service provider, who then must route it to the visited network. That network must then provide an internal temporary phone number to the mobile. Once this number is defined, the home network forwards the incoming call to the temporary phone number, which terminates at the visited network and is forwarded to the mobile.

In order that a subscriber is able to "latch" on to a visited network, a roaming agreement needs to be in place between the visited network and the home network. This agreement is established after a series of testing processes called International Roaming Expert Group (IREG) and Transferred Account Data Interchange Group (TADIG). While the IREG testing is to test the proper functioning of the established communication links, the TADIG testing is to check the billability of the calls.

The usage by a subscriber in a visited network is captured in a file called the Transferred Account Procedure (TAP) for GSM and Cellular Intercarrier Billing Exchange Record (CIBER) for CDMA and is transferred to the home network. A TAP/CIBER file contains details of the calls made by the subscriber viz. location, calling party, called party, time of call and duration, etc. The TAP/CIBER files are rated as per the wholesale tariffs charged by the visited operator to the home operator. The home operator then charges the subscriber for these calls at retail tariffs along with any applicable local taxes.

Analysis

Consumers of international telecommunications services, including international roaming, need transparent and accurate information on the prices they have to pay for these services.

The International Telecommunications Regulations cover charging and accounting of international telecommunications services. While the mobile communications market has witnessed spectacular developments in recent years, and is generally considered competitive in domestic markets, international roaming prices are still high and create bill shocks for users.

In order to increase the transparency of international roaming charges and in order to reduce the level of international mobile roaming charges the additions to Article 6  are proposed as well as the definition of international roaming services for Article 2.

In order to reduce the charges it is recognised that a one-size-fits-all (regulatory) solution will not work but we do believe that some general principles should be taken up in the ITR’s to address this issue. 

Proposal
[Inclusion of a new Definition in article 2:

ADD:

“International mobile roaming services are mobile communication services provided to a customer travelling abroad, by means of arrangements between the customer’s home operator, and an operator in the visited country”.] 



Addition to Article 6 in the ITRs: Transparency of international roaming charges:

ADD:

“Member States shall ensure that operators providing international telecommunication services, in particular international roaming, provide transparent and up-to-date information on retail charges, including roaming charges. [In particular, each customer should also be able to easily have access to, and receive appropriate and timely pricing (including taxes) information free of charge when abroad on the relevant price plan, except when the customer has notified his home operator that he does not require this service]”.

Addition to Article 6 in the ITR’s 

ADD: 

“Costs of international roaming services

- Member States shall ensure effective cooperation within their region to develop a policy for reducing charging which is appropriate for their own region                           . 

- Member States shall promote economic efficiency and encourage competition in the international roaming market”.

European Common Proposal/Position <xx>
2. SPAM

Background

Spam is a well known phenomenon in electronic communications. The economic loss and

the security risks related with SPAM are not diminishing over time despite several actions, including national and regional legislation, by many stakeholders to address the issue.

There is no global international organization which addresses SPAM effectively. This hiatus should be filled by ITU in its International Telecommunications Regulations. Better international cooperation between all stakeholders is essential to address spam more effectively.

Proposal
CEPT proposes the following additions in new article or MOD to article 8. 

	
	

	



	




Addition to Article 8 in the ITR’s 

“8 Countering Spam

- Member States are encouraged to adopt national legislation to act against spam

- Member States are encourage 
cooperate to take actions to counter spam 

- Member States are encourage 
exchange information on national findings/actions to counter spam”

European Common Proposal/Position <xx>
3. Double Taxation of International  Telecommunication Services

Background

Cross border business activity will involve tax rules of more than one national jurisdiction. When multiple jurisdictions impose separate and sometimes conflicting tax rules, cross border activities can be subject to double taxation (taxation by two or more countries of the same income, asset or transaction).

There are two basic types of double taxation. The first type is often called “economic double taxation”. Economic double taxation occurs where two different persons are subject to tax on the same income or capital. Economic double taxation is permitted to occur in many instances in domestic and international tax systems. For example, economic double taxation is allowed to take place when a corporation is taxed on corporate income and the same profits are taxed a second time to the shareholder of the corporation when corporation distributes the profits as a dividend. The second type of double taxation is “juridical double taxation”. Juridical double taxation occurs where one person is subject to tax on the same income or capital by more than one tax authority.

The principal mechanisms for avoiding double taxation are (i) to exempt the income from taxation in one or more jurisdictions (the “exemption method”) or (ii) to allow double taxation but permit the taxpayer to claim a credit or deduction for taxes paid in one jurisdiction against his or her tax liability in another jurisdiction (“the credit method”).
Analysis

International Telecommunications Regulations (ITRs)

One of the principal purposes of the ITRs is to promote efficient operation and harmonious development of telecommunication services across jurisdictions. Double taxation generally reduces tax efficiency and ‘capital export neutrality’. Broadly speaking capital export neutrality is the principle that taxpayers should be subject to tax rates on domestic investment that are equal to the tax rates of foreign investment. Double taxation can therefore impede the goals of promoting efficient operation and harmonious development of telecommunications and impede capital export neutrality.

In order to mitigate the potential consequences of double taxation and to insure that tax rules are applied consistently and fairly, a mechanism for avoiding double taxation should (i) protect against the risk of double taxation in instances where the same income is taxable in two countries; (ii) define which taxes are covered by the agreement; (iii) provide a procedural framework for enforcement and dispute resolution; (iv) protect each government’s taxing rights; and (v) protect against attempts to avoid or evade tax liability.

Therefore, in essence cross border activities and non-conformity among tax laws create discontinuities that in turn create the potential for double taxation. National governments may mitigate, although not in every case eliminate, these risks through entering ‘Double Taxation Agreements’, which provide greater convergence of tax laws.

It should also be noted that [] few countries [] are imposing a new additional telecommunication specific tax, in the form of a Surtax on International Inbound Call Termination (“SIIT”).

The SIIT takes the form of imposed fixed price that operators must charge for international inbound termination, of which the government takes a set amount. The government will often use a private party to measure the number of international inbound minutes terminated by each operator and bill the operator accordingly. The tax charges are collected in this way are then shared with the private party that carries out the measuring function. SIIT prices are different from the competitive market termination which applied before the tax was introduced. In its basic form SIIT sets compulsory prices for international termination which does not sit comfortably with the general recent move towards liberalization of telecommunications in Africa, as well as in the general global context.

ITR Article 6.1.3

Article 6.1.3 of the current ITRs provides that:

“where, in accordance with the national law of a country, a fiscal tax is levied on collection charges for international telecommunication services, this tax shall normally be collected only in respect of international services billed to customers in that country, unless other arrangements are made to meet special circumstances”.

The meaning and application of Article 6.1.3 is not entirely clear. Double Taxation Agreements (DTAs) for example, generally define in precise detail the taxes covered. The lack of a precise definition of “fiscal tax” for purposes of the ITRs results in a lack of clarity and creates uncertainty. 

Therefore, the September 2011 ITU WCIT-12 Council Working Group considered proposals to revise Article 6.1.3.  There have been four suggested revisions and to additional texts to Article 6.1.3:

MOD1 “Countries are free to levy fiscal taxes on international telecommunications services in accordance with their national laws, but international double taxation must be avoided”. Source: C18 (SG3R-AFR; C24 (SG3RG-LAC); C27 (SG3RG-AO); and C32 (Brazil).

MOD2 “Article 6.1.3 of the International Telecommunications Regulations should be clarified and should stipulate that administrations shall not apply taxes to incoming international calls, so as to avoid double taxation”. Source C26 Rev.1 (GSMA).

MOD3 “Member States to only collect fiscal taxes in respect of international services billed to customers in that country”. Source C20 (CEPT).

MOD4 “Where, in accordance with the national law of a country, a fiscal tax is levied on collection charges for international telecommunication services, this tax shall normally be collected only in respect of international services billed to customers in that country, unless other arrangements are made to meet special circumstances.

ADD: 6.2.1 “Where an ROA has a duty or fiscal tax levied on its share of charges for providing international telecommunication services or other remunerations it shall not in turn impose any such duty or fiscal tax on other ROA”.

ADD: 6.2.2 “The payment charges imposed in the debtor country (taxes, clearing charges, commissions etc) shall be borne by the debtor. Any such charges imposed in the creditor country, including payment charges imposed by intermediate banks in third countries, shall be borne by the creditor”. Source C28 (USA).

Proposal
The CEPT proposal contained in C20 (MOD3 above) should be amended to:


	 OPTION 1
	 OPTION 2
	 OPTION 3

	SUP
	Where, in accordance with the national law of a country, a fiscal tax is levied on collection charges for international telecommunication services, this tax shall normally be collected only in respect of international services billed to customers in that country, and   subject to applicable tax conventions on international double taxation, [unless other arrangements are made to meet special circumstances]”.


	“Member States are free to levy fiscal taxes on communication services in accordance with national laws; subject to applicable tax conventions on international double taxation. 
However, Member States should not apply excise [fiscal] taxes/ [surcharges] directly on to international incoming calls/ traffic”.




EUR/xx/n
European Common Proposal/Position <xx>
4. Charging and accounting

Background

Considering i) of Resolution 171 (Guadalajara, 2010) states “that the international telecommunication/information and communication technology (ICT) environment has significantly evolved, from technical, regulatory and policy perspectives, and that it continues to evolve Rapidly”.

Pursuant to this principle, CEPT considers that Article 6 (save for Article 6.1.3) and Appendices 1, 2 and 3 of the ITRs are no longer relevant in the current international telecoms environment. 

This paper intends to provide elements to support CEPT position on this matter and proposes some principles to pave the way for the transfer of the detailed operational provisions contained in the ITRs to lower level non-treaty instruments, which could more easily be updated and aligned with the dynamism of the telecommunication market. 
Analysis

Multitude of Arrangements

The inadequacy between the ITRs and the situation concerning accounting / settlement arrangements is a long standing process.

In 2000, in a report submitted by Working Group B to the Expert Group on the reform of the International Telecommunication Regulation, Mr. Matsudaira (Japan) 
 stated that: “One of the major “inconsistencies” between the ITRs and today’s “real” market is said to be the area of accounting/settlement.  (…)  The reality in the market today is that it is no longer required to provide an international service on a joint or a bilateral basis.  (…)  Rather than jointly providing service on a 50:50 basis, carriers with originating traffic now have the choice of selecting the least cost route, and to trade volumes of traffic.  Terminating carriers vigorously compete to provide termination and transit carriers strive to hub and re-originate traffic. Telephone minutes and routes have become commodities.  The situation is far from that contemplated when the current ITR were written”.

If in 2000 the inadequacy of the ITRs with the international telecommunication market situation was already a reality, in 2012 such inadequacy is even more prominent.

The liberalization of the telecommunication sector led to the entry of new competitive operators / service providers into telecommunication markets in a growing number of countries. The presence of these new players made it possible for operators / providers in third countries to deal with more than one partner in the delivery of international calls, allowing different sort of arrangements and lowering prices.

In addition, technological development also played a key role in shifting the dynamics of international telecommunications. For example, the increasing use of VoIP, which bypasses the international accounting rate system, has further undermined the system’s relevance.
The demand for international phone calls has increased and advances in technology have enabled the cost of providing telecommunications service to decrease dramatically. 
While there is limited data about the proportion of international traffic which is settled under the accouting rate system, it is clear that a combined effect of liberalisation and tecnhological development has contributed to a general decline not only of the use of the accounting rate system, but also in the relative importance of international voice traffic over the PSTN.
According to TeleGeography Report
, International carrier traffic transported as Voice over IP (VoIP), excluding PC-to-PC traffic, accounted in 2009 around 26% of the International call volumes (up from 0,2% in 1998). 

The myriad of arrangements has also impacted on the level of accounting rates. As acknowledged in ITU-T SG3 website
 “There can be no doubt that those significant [accounting rates] reductions were in large part engendered by the liberalization and privatization policies implemented by the vast majority of the ITU’s Member States. The average accounting rate declined from its initial value of 1.06 Special Drawing Rights (SDR) in 1988, to its lowest reported value of 0.047 in 2008. That represents a compound annual decrease of about 15 percent per year over 20 years”. 
Impact on Consumer Welfare and retail prices

Economic literature stresses the strong positive correlation between settlement rates and retail prices (eg. Carter and Wright, 1994). 
Wright (1998)
 argues that the settlement rate can be used as an instrument of collusion between carriers. Using extensive data, Wright simulates results which suggest that a “collusive outcome is only likely to be suistanable in the situation (…) where alternative forms of competition such as settlement rate bypass are prevented. Without these restrictions, competitive pressures are likely to drive down settlement rates towards the marginal cost of incoming calls”. 
As a conclusion, Wright expresses the view that when settlement rates are set at competitive prices, consumer welfare will increase and retail prices fall.

Indeed, consumers worldwide are benefiting from falling retail prices of international calls. Telegeography estimates that in 2009 the world average retail price of an international call was less than one-fifth of the USD 1.20 per minute price from 15 years ago.  
Therefore, CEPT positions in this regard should be interpreted in the light of this positive outcome that international telecommunication market has delivered to consumers in the last couple do decades.
Proposal / position

General position
In line with Criterion 1 (“General compliance with key principles indicated in CEPT contribution C35”), CEPT considers that the ITRs should not dictate the detail of how private operators conduct their commercial activities with operators in other countries in the current liberalised and competitive international telecommunications market. 
The basis for this criterion is laid down in Resolution 171 “Preparations for the 2012 world conference on international telecommunications” (Guadalajara, 2010) which in its “Resolves further” reads that proposals for the revision of the ITRs shall “reflect, inter alia, strategic and policy principles, with a view to ensuring flexibility in order to accommodate technological advances” and “are of relevance to be included in an international treaty”.

In addition, CEPT supports the view that the ITRs should be technological neutral and in no circumstance should provide prominent treatment to a sort of arrangement over others.
In particular, the accounting rates system is one among different sort of arrangements that are currently used by the industry and therefore the ITRs should not provide a prominent treatment to it.
CEPT considers that any reference to particular arrangements should be dealt within ITU-T Recommendations which can more easily be adapted to technical developments and market circumstances.
Therefore a review of current recommendations should be the priority activity rather than an inclusion of a reference to these texts in the ITR’s.
In line with this general position, CEPT presents its view on concrete provisions.
Art. 6 and Appendices
CEPT proposal on provision 6.1:
MOD: 

6.1 “Subject to applicable national law, the terms and conditions of arrangements between operating agencies for the provision of international telecommunication services shall be subject to commercial agreements”.  

CEPT proposes SUP of the remaining existing provisions of article 6 (except provision 6.1.3 on taxation) as well as Appendices 1, 2 and 3 of the ITRs.

Art. 9 – Special arrangements

CEPT considers that “Special Arrangements” provide the ITRs with the necessary flexibility to accommodate a wide variety of settlements.

MOD: 
9.1 a) “Pursuant to Article 42 of the Constitution, special arrangements may be entered into on telecommunication matters which do not concern Members in general. Subject to national laws, Members may allow operating agencies or other organizations or persons to enter into such special mutual arrangements with Members, administrations or other organizations or persons that are so allowed in another country for the establishment, operation, and use of special telecommunication networks, systems and services, in order to meet specialized international telecommunication needs within and/or between the territories of the Members concerned, and including, as necessary, those financial, technical, or operating conditions to be observed”.
MOD

9.1 b) “Special arrangements should avoid technical harm to the operation of any telecommunication facilities / services”.
Finally, CEPT proposes SUP to provision 9.2
.
	European Common Proposal x

	5. Numbering Misuse


Background 
Numbering Misuse is a universal term that covers a multitude of activities associated with E.164 Telephone Numbers.  In addition to E.164 telephone numbers there are other various identification resources that are under the remit and responsibility of the ITU, specifically

· E.212 The international identification plan for public networks and subscriptions, 

· X.660 Object Identifiers, 

· Q.708 C7 Signalling Path Identifiers, 

· E.118 The International Charge Card. 

The term Numbering Misuse was originally conceived to address the use of E.164    numbers in rogue diallers for dial up internet connections, short stopping of call delivery, and CP’s implementing calls from another location not yet brought into service.

To assist Member States and Sector Members counter perceptions of misuse of E.164 Telephone Numbers, ITU-T Recommendation E.156 “Guidelines for ITU-T action on reported misuse of E.164 number resources” was agreed in 2006.  Though there are examples of Numbering Misuse cited in Recommendation E.156, only [21] cases of numbering misuse have been formally reported to the ITU-T since the Recommendation was approved. These cases cover E.164 Numbering resources assigned by the ITU, as well as those assigned from national numbering plans.

Use of informal reports of misuse of E.164 numbers , which could be open to misinterpretation, is to be avoided. 

Instances of E.164 Numbering misuse are difficult to track down in modern international telecommunications with the varied and transient nature of call routeing. ITU-T should exhaust all avenues of activity in resolving cases of misuse, noting that unless asked by both parties the ITU does not intervene in disputes between Members.

The text to be inserted into the ITR’s needs to cover all identifiers that are under the remit and responsibility of the ITU-T and not on specific identification schemes.

Proposals 
ADD – Art. 3.X

That use made of naming, numbering and identification resources, which are the responsibility and remit of the ITU, should be in conformance with the use for which they were assigned.
European Common Proposal
6. International Calling Line Identification
Background 

International Calling Line Identification (ICLI) is both a topic in its own right, and a contributor to the concept of Calling Party Delivery Number (CPDN). In both instances the issues associated with ICLI remain the same.  However the difference is that, according to ITU T Recommendation E.156, CPDN uses the controls associated with the use of ICLI (such as Calling Line Identity Presentation, Calling Line Identity Restriction Malicious Call Identification).
The ready availability of Calling Line Identity associated with a call is determined by national regulation.  It should not be assumed that CLI is readily available.  In some instances provision of CLI requires end user intervention.  Whether or not CLI is readily available, it remains the responsibility of the individual with which the CLI is associated to determine its availability or not.  
It is important that protection of personal data protection is paramount.  In its technical recommendations, the ITU provides the capability for the recipient of the call to request it be traced.  This capability is implicit recognition of the need to provide a mechanism that recognises the rights of both the called party as well as the calling party. 
The potential for contradiction arises when the originating user wishes to restrict the delivery of the CLI.  In many national legal frameworks, the information associated with CLI is deemed to be personal data, and subject to data privacy rules.  The WTO recognises the importance of data protection by allowing it as justification for exemption to its General agreement on Trade in Services (GATS).
The ability of an operator to provide CLI is recognised in the various ITU T Recommendations describing CLI implementation.  These capabilities reflect various alternatives associated with an operator’s technical capabilities, from not being able to provide CLI at all, to providing it in a national only number format, to providing full International CLI and where CLI is not known, for a recipient to be able to instigate Malicious call tracing.  The technical capabilities that existed that led to the creation of these alternatives continue to exist to-day.
Associated with these alternatives is the level of confidence that the operator has in the CLI it receives.  These alternatives allows for many combinations that is further complicated where the operator receiving the CLI is acting in a transit function.  Where the transit function exists in a third country, other than those of the originator and recipient of the call, operating within that country’s legal framework, then ensuring the correct CLI is not to be relied upon.
In certain circumstances the called party may be perceived to have (conflicting) rights.  For example in the case of the roamed mobile customer, or freephone customer, the recipient may pay for some or all of the costs associated with the call.  Whilst it may be argued that the recipient should know who is calling them, where such information is not known the user can choose to reject the call.  In such cases where the user has the right to ignore the call, either directly by information provided by their service provider, or indirectly, with the service provider acting on their behalf, it is the recipient’s choice.  Such a principle should be equally applied to the call originator, and if the CLI is not made available, it should be recognised that the call may be rejected.
Number Portability also has an impact on CLI.  Because of number portability, masking a part of the CLI makes it impossible to identify the originating operator. Even if the information is made available to duly authorized law enforcement agencies (proposal C 25 (SG3RG-LAC)) mostly it won't be possible to find the source of an abusive or spam-call. (If the originating operator isn't known, the call has to be traced back maybe through several countries. If one of this countries helps only in case of criminal cases but not in case of abusive or spam-calls it's impossible to find the source of the call.) However, in the sense of compromise, it could also be reasonable to set principles to boost the international transmission of CLI as outlined in the current European Common Proposal.
The provision of CLI brings with it its own challenges.  In the case where CLI has been provided issues arise of the validity of its information.  These issues include either incorrect information in the form of ad-hoc random numbers being presented, or numbers in the form of an E.164 telephone number not associated with the origin being presented.  
Therefore even if CLI is possible, providing accurate information remains a further area open to unintentional errors or intentional mischief.  In either case, the requirement to pass information without processing may have unintentional consequences that undermine the aspirations of providing CLI across International interconnections.  An operator receiving information in which they have little confidence could lead to the status of the CLI information being set as irrelevant (done at the point of interconnect).  Where the CLI is deemed to be accurate, but in fact is false, then other operator’s involved in the call delivery will have no other knowledge that it is not the case.  In either case the requirement to provide CLI is not made.
The inclusion of International CLI in any revised International Telecommunication Regulations remains to be proven.  The provision of CLI is complex and contradictory. Its provision is determined by the technical capabilities of the operators involved, an originating user’s ability to govern the  presentation of such information, as determined by national legislation.  
Therefore specifying technical requirements in the ITR’s is limiting, recognising both technical constraints and national legal frameworks. 
Proposals 

CEPT believes that the ITR’s should avoid references to technical aspects associated with International CLI, and require policy statements and requirements to be included.  

Member States should, through various channels open to them, encourage network operators and service providers:

• To implement CLI features, where technically possible

• To use appropriate standards when implementing CLI features,

• To ensure that integrity of CLI is maintained end to end

· To ensure the requirements associated with data protection and data privacy are met

EUR/x/x

European Common Proposal

7. Cybersecurity inclusion in the International Telecommunications Regulations
Background

Over the years the ITU has developed a number of activities with regard to cybersecurity. These activities are based around Action Line C5 of the World Summit of the Information Society (WSIS) on ‘building confidence and security in the use of ICTs’ of the Geneva Action Plan. The ITU also has work inputs on cyber issues through PP Resolution 130 (Rev. Guadalajara 2010); Resolution 174 (Guadalajara 2010); Resolution 179 (Guadalajara 2010) and Resolution 181 (Guadalajara 2010), as well as ITU-T WTSA Resolution 50 (Johannesburg 2008). Lastly, ITU Council Resolution 1305 adopted at its 2009 session, identified the security, safety, continuity, sustainability and robustness of the Internet as public policy issues that fall within the scope of the ITU.

, ITU Resolution 130 (Rev. Guadalajara 2010) resolves that the ITU should not get involved in drafting laws, and that issues around content
, cybercrime
, national defence and security
 is a national matter and outside the scope of the ITU.

Analysis

Cybersecurity

Cybersecurity aspects that protect networks from technical harm are likely be acceptable to be addressed in the revised International Telecommunication Regulations (ITRs). However, drafting laws, and issues around content, cybercrime, national defence and security is a national matter, and would fall outside the scope of the ITRs.
There is also an issue on whether any final wording on cybersecurity can be sufficiently high level enough, remain technological neutral, and is worded so to ensure the longevity of the final texts, but which also does not breach CEPT criterion 4 for the World Conference on International Telecommunications 2012.

Proposal
That CEPT proposes text (allowing it to play a role in inevitable discussion that will take place) relating to technical measures in relation to combating security issues in the revised ITRs that are in connection to protecting telecommunication /communication networks, but resist any wording that contravenes CEPT criterion 4: “exclusion of areas related to Member States’ application of legal or policy principles which are within their sovereign rights’ e.g. those issues covering content, cybercrime and national security and defence (as per Resolves 3, Resolution 130 rev. Guadalajara 2010).

Proposed Text

 “Member States should encourage operating agencies to take measures to further the security, safety, continuity, sustainability and robustness of their networks.

Member States are encouraged to cooperate in that sense.
8. European Common Proposal on
Inclusion of Fraud in ITR’s
Background 
The term “fraud”  is defined in national legal frameworks and the ability to define it in any treaty specific to Telecommunications  is not clear. In many instances, when considering “fraud”, telecommunications is the instrument by which an act of fraud is undertaken, rather than as end in itself.

ITU-T Recommendation E.156 Guidelines for ITU-T action on reported misuse of E.164 number resources makes it clear that it is possible to use legitimate national numbers in a fraudulent manner. These numbers often have a higher retail rate, and support revenue share. For example, a voice message is left for an individual asking them to call such a number. The individual responds by calling the number. The call is answered, and after some moments (often with additional ringing tone) the individual is asked to leave a message. Often significant costs are incurred in returning the call that the calling party is unaware of. This is considered fraudulent.

There is no definition of fraud in various international and regional documents, although the term is used.  Whilst it is recognised as an illegal activity, it is resolved based on national laws.  The World Trade Organisation, in its General Agreemeent on Trade in Services, on basic telecommunications endorses the pre-eminent role of Member States with regard to fraud.  The GATS does not define fraud, but cites activities associated with fraud as an exception to the GATS agreement that member States can invoke as “necessary to secure compliance with laws or regulations....”.

Position

NOC

Fraud is a matter defined and dealt with under national jurisprudence, and therefore its application to telecommunications remains a national matter.

 EUR/x/x

N








� �HYPERLINK "http://www.itu.int/osg/spu/stratpol/ITRs/auth/Summary_reports/ITRWGB2,%20thwaites%2020%20April.pdf"�http://www.itu.int/osg/spu/stratpol/ITRs/auth/Summary_reports/ITRWGB2,%20thwaites%2020%20April.pdf� 


� �HYPERLINK "http://www.telegeography.com/page_attachments/products/website/research-services/telegeography-report-database/0002/1994/TeleGeo_exec_sum.pdf"�http://www.telegeography.com/page_attachments/products/website/research-services/telegeography-report-database/0002/1994/TeleGeo_exec_sum.pdf� 


� �HYPERLINK "http://www.itu.int/en/ITU-T/studygroups/com03/Pages/hs-acctrate.aspx"�http://www.itu.int/en/ITU-T/studygroups/com03/Pages/hs-acctrate.aspx� 


� �HYPERLINK "http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.31.8572&rep=rep1&type=pdf"�http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.31.8572&rep=rep1&type=pdf�


 


� 9.2 - Members should, where appropriate, encourage the parties to any special arrangements that are made pursuant to No. 58 (9.1) to take into account relevant provisions of CCITT Recommendations.


� Content can be defined as data that move over networks. The ITU responsibilities are to ensure the interoperability of the underlying systems that enable network communications to happen, but not the content that move over these network infrastructures. 


� The Council of Europe's Budapest Convention uses the term 'cybercrime' to refer to offences ranging from criminal activity against data to content and copyright infringement. Therefore, cybercrime include but are not limited to �HYPERLINK "http://www.symantec.com/norton/security_response/phishing.jsp"�phishing�, theft or manipulation of data or services via hacking or viruses, identity theft, and bank or e-commerce fraud. 


� National defence and security – as the ITRs only deal with the commercial procedures for engaging in International telecommunications, it is clearly out of scope to engage in issues such as national defence and security under the cybersecurity heading. It should also be noted that issues around cyber issues are already being discussed in other UN fora by national government experts.
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