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WG FM evaluation of the Microsoft spectrum observatory

Introduction

WG FM PT 22 discussed during its meeting #39, Copenhagen, 16-19 April 2013 Document FM22(13)06, a presentation from Microsoft about the Microsoft Spectrum Observatory. Microsoft opened in early 2013 a first fixed observatory station in Europe, in Brussels. This station is operated under the responsibility of Microsoft and some graphical overview of the collected and processed spectrum utilisation data is available in the public domain (http://spectrum-observatory.cloudapp.net/). The raw data is not publicly available.

During the ECC#33 meeting, the WG FM Chair and Office Director confirmed that FM PT 22 would be considering its implications of this concept and that ECC will be informed about this investigation.

This document only discusses technical aspects of the Microsoft spectrum observatory approach. Other implications such as the legality of the concept in various countries, for all radio services and applications in frequency range from 30 MHz to 6 GHz for which data is collected by a third party  (e.g. concerns about collecting governmental usage data may exist) are not addressed. 

Motivations outlined by Microsoft

To manage spectrum more effectively and increase usage efficiency, frequency regulators want to know how the different frequency bands are being used and which are being underused or left vacant. This has always been part of the considerations in frequency management within administrations and has recently been emphasised by the adoption of the RSPP which includes a spectrum inventory process (in Article 9 of the RSPP). Microsoft stated that the spectrum observatory project aims to provide a common storage area for spectrum usage data to be collected, analysed, and presented to those interested in understanding wireless spectrum utilisation.

The second aspect stressed by Microsoft was that the spectrum observatory can also provide some information that could be used to identify WSD (White Space Devices) frequency opportunities, although it was recognised that at this stage the use of a geo-location database was more suitable than sensing approaches.

With these two motivations outlined by Microsoft in mind, PT FM22 discussed the concept of the Microsoft Spectrum Observatory as introduced in Document FM22(13)06, not considering any potential future enhancements.

Technical Description and Analyses of the Microsoft Spectrum Observatory

The "Microsoft Occupancy Observatory" concept is a system to observe spectrum occupancy automatically at fixed locations across a wide frequency range (30 MHz to 6 GHz) and then present the processed data via a web interface in three different visualisations with individual frequency and time scales 

– as a (power spectral density graph, 

– as a spectrogram and 

– as an occupancy chart. 

The observatory device sweeps the entire frequency spectrum between 30 MHz and 6000 MHz over a period of approximately 3 seconds, though not all at once. The settings seem to be a compromise between frequency resolution and scanning speed (revisit time). It is not clear whether the software allows the adjustment of the sweep time.

The requirements regarding frequency and time resolution depend crucially on the signal structure and the duty cycle of the transmissions to be measured. Without any differentiation during the measurement and without considering the expected usage data of the radio services and applications in the respective frequency band, it is impossible to convert all the measurement data into meaningful results.

The shown fixed installation of the measuring antenna mounted close to the roof level is considered not sufficient  because it limits the coverage area. An incoming signal coming from a far-away broadcast tower may be detected, while at the same time a Wi-Fi-signal “around-the corner” remains undetected. This kind of installation, however, may be necessary to avoid overload of the measurement receiver frontend. 

If for example Wi-Fi-transmissions at 2.4 GHz or 5 GHz are not observed by the system, it does not exclude the possibility that they are in operation nearby at street level. I.e. the spectrum occupation situation at ground level can be different from what is measured at roof level.

For physical and technical reasons, the detection distances of measuring systems are so vastly different that unless detailed attention is paid to them it is impossible to interpret the data. 

There is no “one observatory approach fits all radio services and applications” and the concept is different from the approach of administrations’ monitoring services which plan measurement campaigns in dedicated frequency bands with tailoring of the measurement approach, e.g. fixed or mobile,  and parameters depending on the expected usage characteristics to be measured. If more accurate geographical resolution is required, a greater number of measurement points would be needed. 

The Microsoft concept is not designed to measure applications which have either temporary, low duty cycle or low emission level characteristics.

The following comments are based on the system as it was presented. Some aspects can be changed easily, some aspects are more fundamental.

Presentation of the spectrum as a PSD graph

The number of scans used to assess the spectrum and its occupancy is too small, at least for visualising short periods of time. According to the system description, a scan is completed every three seconds, in other words:
· 20 scans / minute

· 1200 scans / hour

· 28,800 scans / day

The minimum number of scans necessary for a defined confidence interval depends on several parameters (e.g. the occupancy percentage and the shortest occupancy time). However, since it is in the order of 5000 or more, any statements derived from the Microsoft Spectrum Observatory about time periods of less than six hours tend to be problematic.

The frequency resolution is too low to zoom in in sub-bands. It is consequently not possible to derive any information about the usage of individual channels. The 380 to 400 MHz frequency range for PPDR digital radio was selected for the graphs below.
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The resolution here is approx. 250 kHz, in other words ten times the expected channel bandwidth in this example. No occupancy figures can be calculated from this, nor can any statements be made regarding the spectrum's actual usage. This resolution is also not sufficient for audio applications (PMSE) in the UHF terrestrial broadcast range.

Presentation of the spectrum as an occupancy chart

A fixed threshold of -90 dBm over the entire frequency range is used by the observatory to calculate the occupancy figures. The system does not make use of individually defined thresholds or thresholds which are calculated dynamically according to the ambient situation, nor are such thresholds even mentioned. The results presented in the occupancy chart reflect this omission.
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The spectrum overview (top) clearly reveals how the levels rise in the lower frequency range. In the occupancy graph this is shown as 100% occupancy up to about 750 MHz with interruptions up to beyond 1200 MHz.
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The range from 380 to 400 MHz is visualised in the charts above. These occupancy graphs are unusable because the fixed threshold is far too low, resulting in 100% occupancy across the complete frequency range which is obviously incorrect.

Presentation of the spectrum as a spectrogram

The spectrograms which are generated from the data suffer from the same drawbacks as the spectrum graph. In particular, the fact that there is no scaling option in the current tool version means the charts can only be interpreted inadequately or in some cases not at all.
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The spectrogram shows the levels in the band between 380 and 400 MHz for one week. The measured signals are not clearly being distinguished in different colours owing to the fixed dynamic range over 200 dB which was chosen unrealistically high.

The spectrogram covering a seven-day period fails to reveal any variations in the occupancy percentage at different times of day or on different days of the week. With a revisit time of 3 seconds per frequency it can be assumed that the measurement data perform allow a much better time resolution. In this it would be just a question of a presentation problem.

Conclusions
The question is how much the Microsoft spectrum observatory could potentially help frequency regulators.

The concept does not pay attention firstly to options for customising occupancy measurements and secondly to the creation of a standardised format for data aggregation and long-term storage.

As it stands today, the data collection component of the "Microsoft Spectrum Observatory" can only provide limited complimentary information to frequency management because it provides no more than a general indication (e.g. at a start of a dedicated frequency band investigation). 

The results of occupancy measurements done with this approach at a limited number of fixed locations could only help to identify possible bands that might be allocated for white space applications. The decision whether a particular frequency can be used at a certain location, e.g. as part of dynamic spectrum access or in relation to geo-location databases,  cannot be drawn from these measurement results and any impression that this might be possible should be avoided.

The current implementation of the concept by Microsoft is prone to achieve false spectrum occupancy results: In some cases a whole band looks occupied just because the detection threshold is not adapted to the requirements of the respective sub-band, whereas bands that are used by low duty cycle or frequency hopping systems will look completely free because the scanning speed is too low or not enough samples are taken on each frequency.

A meaningful interpretation of the data available in the graphical charts is not possible since the raw data is not available and was already processed. Important tailoring of the measuring approach (fixed or mobile/nomadic, number of measurement points to achieve required geographical resolution, dedicated parameter settings for the radio services and applications in a specific band as well as the expected technologies in use) is hardly possible.

This document only discusses some technical aspects of the Microsoft spectrum observatory approach. Other implications such as the legality of the concept in various countries, for all radio services and applications in frequency range from 30 MHz to 6 GHz for which data is collected by a third party are not addressed (e.g. concerns about collecting governmental usage data or other applications may exist).

The availability and completeness of the data as well as permanent access to data for administrations and data ownership are not addressed. Consideration should be given to these legal implications if collection of spectrum occupancy data is done by entities other than administrations.

The presentation of Microsoft gives the impression that a few sensors at fixed locations would be sufficient to give an overview of the spectrum usage in a certain area. To give a detailed inventory of the usage of a spectrum ranging from 30 to 6000 MHz in a big city, a vast amount of fixed receiving stations or other methods such as mobile data collection would be necessary.
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