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	Summary

The annexed document presents a new draft ECC Report on the Supervision Strategy of ECC prepared by the former RA1.



	Proposal

The meeting is invited to consider the topic and to propose it to be added to the work programme of FM22.


	Background

In the year 2010 the third Benchmarking on Enforcement (market surveillance, spectrum monitoring, on-site inspections and interference investigations) was setup by RA1 in order to gather information to administrations for purposes of planning enforcement operations and allocation of resources, and further to recommend how to improve future enforcement activities in the ECC, taking into account the technologic and digital development in the field of the economic communication domain. 

The results of the benchmarking were based on 32 responses from involved enforcement organisations to a questionnaire agreed by the WGRA Project Team RA1 on enforcement and circulated to CEPT administrations in January 2010. The report summarized statistical information on enforcement organisations and their activities concerning years 2008 and 2009. The report includes also information on responsibilities, working methods and resources of enforcement organisations. The Report 160 on Benchmarking on Enforcement was adopted during the WGRA on 28 January 2011 in Cardiff (UK). One of the recommendations in the report was to formulate a common supervision strategy of the ECC. 
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0 Executive summary

Ensuring interference-free communications is increasingly important for the society. The information and communications sector is among the fastest developing areas shaping the future. Technological development from analogue to digital, liberalisation and globalisation of trade and usage of radio equipment, increase in number of users of wireless applications and society's growing dependence of electronic communications have made supervision more complex. The supervision authority has primarily the responsibility to ensure the optimal functioning of electronic communications in his country and enforce the relevant provisions under the applicable national legislation. 

The aim of this strategy is to present a future vision of transformation from enforcement to supervision, a change from traditional way of controlling and responding to violations to more effective supervision with reduced but more diversified resources. The strategy is based on six principles of sound supervision: selectivity, decision-making, cooperation, independence, transparency and professionalism. Selective but effective decision making processes stimulate users of radio frequencies to achieve the desired level of compliance themselves. Supervisors need to act in cooperation but independently in order to be trusted by the society, and transparency not only guarantees the trust but also helps the users of radio frequencies anticipate for example forthcoming changes in requirements.
The strategy presents also a supervision process where the basis is monitoring the electronic communication sector not only in the means of results of traditional enforcement, spectrum monitoring and market surveillance but also including information gathered from several external sources and analysed from the point of view of technological, economical and social consequences. Especially risk analysis should be used as a tool to determine the priorities and ways to react on violations of rules. Finally the supervision results have to be made publicly available to ensure the society's confidence to electronic communications.

Increased flexibility and harmonisation are challenges to supervisors. New approaches and wider know-how are required from the supervisor in order to keep up with the developments. The risk of not changing and improving enforcement organisations can be as significant as other risks that may endanger interference-free communications.
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1 Introduction
In the digital society, where virtually every citizen from young to old, from network operator to radio amateur, makes use of the electronic communications, the social dependency on the electronic communications has increased enormously. Safeguarded electronic communications are consequently of tremendous value by society. Private individuals, businesses, and government organisations send and receive data via this domain: for example via radio and television, mobile telephony, wireless internet, maritime navigation, aeronautical communication and emergency services. Users expect all these communication resources to be available more or less continuously and interference-freely.

In recent years, many enforcement
 organisations within the CEPT administrations have undergone a radical reorganisation due to the changes in the electronic communications sector and their influence on work of ensuring interference-free communications. New approaches, skills and competences are required from enforcement organisations. The risk of not changing and improving enforcement organisations can be as significant as other risks that may endanger interference-free communications.
The ECC has carried out several enforcement benchmarking projects in order to provide administrations with information on enforcement organisations' responsibilities, working methods, resources and output with the aim of offering tools for operative planning and for preparing the organisation for future changes. The latest benchmarking report, ECC Report 160, was adopted in 2011. One of the recommendations in the report was to formulate a common supervision strategy of the ECC. 
The aim of this strategy is to present a future vision of transformation from enforcement to supervision, a change from traditional way of controlling and responding to violations to more effective supervision with reduced but more diversified resources. The strategy is based on six principles of sound supervision: selectivity, decision-making, cooperation, independence, transparency and professionalism. 
Being more effective with fewer resources requires selectivity and cooperation. Selective but effective decision making processes stimulate users of radio frequencies to achieve the desired level of compliance themselves. Supervisors need to act independently in order to be trusted by the society, and transparency not only guarantees the trust but also helps the users of radio frequencies anticipate for example forthcoming changes in requirements. Professionalism in technical, legal, economical and international expertise as well as in planning and executing supervision operations is essential for supervision organisations.
Following these principles can be seen as steps towards the vision, but since enforcement activities -  interference investigation, inspection of radio equipment, spectrum monitoring and market surveillance of radio and telecommunications equipment - are of the responsibility of national administrations, and in many countries even shared with several authorities, this strategy should be regarded as an advisory guidance. Organisational objectives, allocation of resources and defining operational processes are national issues. Defining the strategy for a supervision organisation is a continuous process where all activities included in supervision are combined in a way which the objectives will be met. The Supervision Strategy of ECC is intended to help CEPT administrations in this task.
2 Changes in the area of electronic communications
The information and communications sector is among the fastest developing areas shaping the future. Technological development from analogue to digital, liberalisation and globalisation of trade and usage of radio equipment, increase in number of users of wireless applications and society's growing dependence of electronic communications have made supervision more complex. Increased flexibility and harmonisation are challenges to supervisors.
2.1 Technological developments
In terms of both private and business usage, society has become increasingly dependent on the availability of communication networks. In addition to the liberalisation of trade of radio and telecommunications terminal equipment, the first digital technologies were introduced at the end of the last century. Wireless telecommunications services have become more accessible for the wider public and the number of users of mobile communications, such as mobile networks, has increased explosively over the last ten years. A breakdown in a communications network can, for example, cut down a payment circuit or wholly or partially block vital radio communications. These situations should to be prevented under all circumstances by the supervisors, but in practise it is not possible in all cases.
With the introduction of mobile digital communication networks, analogue technologies are being used less and less. Digitalisation will allow consumers to choose from a range of different service providers: via cable, analogue or digital, via satellite reception, via terrestrial digital, or via telephone line. Digitalisation makes it possible to use the radio spectrum capacity more efficiently. As a consequence, it also means the radio spectrum will become more densely populated.

More and more parties must be able to make interference-free use of the available frequencies in the same frequency band. This requires on one hand an accurate planning process and clear agreements about the use of the frequency resources, but on the other hand enforcing the legislation will become more complex for the supervisor. Although the risk of interference is decreasing due to the continual improvements in radio equipment, the vulnerability of telecommunications networks has nonetheless increased precisely because of the digitalisation.

2.2 European radio spectrum policy
For example, rules and procedures have been simplified in order to provide an adequate response to changing market circumstances and new technologies, and frequencies have been made licence-exempt when possible. This does not mean that supervision is no longer needed, but on the contrary, perhaps precisely now more than ever before. 
The political focus on enforcement of regulation has increased in recent years. That is why many European countries have formulated new nationwide frameworks for the supervision organisations. It should be noted that the position of the supervisor has been changed in Europe. Whereas previously the enforcement consisted for a large part of acting against offenders and resolving interference, the supervisor now often acts preventively with publications and recommendations, and resolves conflicts between users and network operators.  
2.3 Trade of electronic communication equipment liberalised and expanded
Through different European Directives and Decisions, the trade in electrical and electronic equipment, radio and telecommunications equipment has been liberalised in the European Union. As a result, the role played by the member states has been reduced and changed from regulator to supervisor. The scale of the trade in radio and electronic terminal equipment has also continued to grow. 
Due to the existence of the internet, it has become possible to order telecommunications equipment from anywhere in the world. The aim is then to sell and/or use this equipment globally, legally or illegally. Consequently, the task of supervision organisations responsible for controlling the market and usage has become more complex.
2.4 Public expectations
In addition to international and technological changes, the supervisor has naturally also take into account the needs and requirements of the public. For example, private individuals, businesses, and organisations do not want to have their use of the electronic communications domain burdened by administrative costs, nor limited by technical and administrative restrictions. The supervisor has responded to this by removing as many obstacles as possible for the (potential) frequency users, and in so doing promoting economic growth and innovation as expected by the public. 
3 From enforcement to supervision
Ensuring interference-free communications is increasingly important for the society. The supervision authority has primarily the responsibility to ensure the optimal functioning of electronic communications in his country and enforce the relevant provisions under the applicable national legislation. 
Because of more and more users and industries are making use of the electronic communications, the sector has changed considerably during the last ten years. The role of the supervisor has also changed. Technological and economical developments have lead to an increase in demand for frequency capacity, but also to new forms of interference. New approaches and wider know-how are required from the supervisor in order to keep up with the developments. 
3.1 Current situation

The enforcement benchmarking projects carried out within CEPT administrations have shown that the objectives and tasks of enforcement organisations can be considered quite similar within CEPT. The most common tasks are actions against illegal or unlicensed use of radio equipment, interference investigations, on-site inspections of radio installations and market surveillance of radio and telecommunications terminal equipment. 
Despite of common objectives related to interference-free radio communications, methods of intervention to non-conformities vary significantly. Common procedures or terminology does not exist most likely due to both cultural and legislative differences. Great variations can be seen both in process descriptions concerning interventions and statistics concerning enforcement cases and actions taken. Also the number and the background of the enforcement staff of various administrations differ quite substantially.
Only few of the organisations reported having bilateral or regional agreements or other forms of cooperation with neighboring countries. International cooperation in the field of enforcement is regarded to be covered by taking part in the work of the following groups:

· CEPT/ECC/WGFM/PT22 (monitoring and enforcement)

· ADCO R&TTE (radio and terminal telecommunication equipment) 

· ADCO EMC (electromagnetic compatibility). 

The benchmarking results show also great variation in criteria used as a basis for enforcement activities. Most enforcement organisations have no specific enforcement strategy but operations are triggered mostly by occurred illegal use of radio frequencies in one form or another. National legislation sets the rules for operations, and many administrations have not been using any other planning tools in addition to the legislation and the general organisations' planning and management systems. Enforcement tasks are often carried out with strong routine but without wider consideration on the impact, if any, on the surrounding society.
In the area of market surveillance the risk based approach have been introduced in many administrations mainly due to the regulative developments in the European Union. The new legislative framework
 for market surveillance was introduced in 2008 with a clear focus on evaluating risks before taking actions. Some administrations have implemented risk based approach also in the other areas of enforcement. The shift from traditional enforcement to more modern supervision has already started.
3.2 Vision of the future supervision
For a long time, enforcement has been primarily based on the traditional method of enforcement by inspectors of radio-stations, and the detection and sanctioning of those who broke the telecommunication legislation. This approach is no longer satisfies the demands placed on supervision by the electronic communications sector. There is a need to change from enforcement to supervision, change from traditional way of controlling and responding to violations to more effective supervision with reduced but more diversified resources.

Supervision organisations carry out their task in order to increase public confidence in electronic communication services. It is necessary to set out a framework that focuses on increased trust in involved parties (users of radio frequencies, economic operators) and accepting the risks in society. This places more responsibility on the users of the electronic communications domain. Taking this into account, the supervisor should also outline the international and technological developments and the social needs, which the supervisor as a modern regulatory authority has to deal with. 
If this trust is violated, however, firm action by the supervisor should be needed. Clear choices on what to supervise and which risks are accepted are of importance in that respect. More than before supervision also fulfils an additional role in respect of the personal responsibility of users of radio frequencies and involved economic operators. There is a need for more communication and public information about supervision activities and more cooperation with other national authorities, supervision organisations of other countries and international organisations involved in preparation of regulations.
In future, in addition to broadening technical expertise of supervision organisations, there is an increasing need for economic, legal, and internationally orientated knowledge. This can be seen for example in cognitive radio applications which demand another type of inspection than the current radio-systems. This will inevitably lead to an increase in the level of education from an intermediate to higher vocational level.
In addition to supervision organisations, others bear the responsibility as well. For example network operators might not be using the radio spectrum correctly, manufacturers can place non-compliant equipment on the market and licence holders can ignore the licence conditions or regulations. These unwanted situations must also be addressed when they cause unnecessary risks. The supervisor has a duty to protect society against risks they themselves cannot control. 

The supervisor cannot control all the risks in the field of electronic communications. He must have an insight as to which risks it does and does not accept. It should be noted that regulations and supervision cannot prevent incidents from happening, however distressing the consequences may be. Even after the measures taken as a result of severe violation there is still a possibility that it can happen again.

In many cases the supervisor reports to the national authorities responsible for regulations about the effect of the prevailing supervision and the possibilities of improving such. Before policy, legislation, or enforcements are introduced, the supervisor should also advise the relevant bodies about the feasibility of implementing and enforcing such. 
The continuous flow of new regulations for example from the European Commission has meant that both the general public and trade and industry are not necessarily familiar with the applicable rules. That is why it is important that the supervision organisations provide information services to involved parties about the results of national enforcement. 
Finally, there is the public desire for supervision to be carried out in such a way that users and economic operators are inconvenienced as little as possible by such. All these factors create a dynamic field of supervision operations in which this domain is continually in motion, and society expects that the supervision authorities not only move with developments, but also carry out its task in a modern way. 

4 Six principles of sound supervision
To achieve the vision of future supervision, to change from traditional way of controlling and responding to violations to more effective supervision with reduced but more diversified resources, the supervision organisations should follow the six principles of sound supervision: 

· selectivity 

· decision-making

· cooperation 

· independence 

· transparency

· professionalism 

Application of these principles, presented in figure 1, leads to modern supervision, focusing on society’s point of view. 

Figure 1: Six principles of sound supervision
4.1 Selectivity
Selectivity is the most significant principle of sound supervision. The responsible authorities, national radio administrations (NRA) set rules, and to supervise the electronic communications without consultation of the NRA is not realistic. If the NRA takes care of important issues by drawing up policies or setting rules, it shall have a responsibility to ensure that they are followed. It is the task of the NRA to find out to what extent citizens, businesses and institutions themselves can be made responsible for enforcing certain rules. 
For each situation, the supervision organisation customises the form and the scope of supervision. It deploys the resources available as effectively as possible. The supervision organisation defines which supervisory tasks it can carry out with the means it has to its disposal. The supervision organisation makes choices based on a consideration of risks and costs and benefits. The supervision organisation indicates which level of supervision it pursues. Supervision has to be in line with other forms of control and responsibility as much as possible. 
Trust which turns out to be justified leads to less supervision. Betrayed trust means action. Analyzing risks is a balanced and comprehensive assessment of economic, social and environmental impacts, in order to adjust the level of supervision and targets for operations. This way the supervision organisation can also prepare evidence for political decision-makers regarding the advantages and disadvantages of possible policy options by assessing their potential impacts.
4.2 Decision-making
Supervision should be lenient where possible and tough when needed. Supervision has to stimulate citizens, businesses and independent organisations to achieve the desired result (level of compliance) by themselves, but supervisors have to intervene if the situation so demands. This kind of decisive supervision requires a professional attitude, based on established facts. In some areas it may mean intervening quicker and more decisively than is currently the case. Decision-making processes and their legal background should be prepared to enable prompt actions. 

One example of decisive supervision is mentioned in the new legal framework (NLF). In case where market surveillance authorities discovered administrative non-compliance findings (e.g. the conformity marking has not been affixed or the EC declaration of conformity has not been drawn up), it requires the relevant economic operator to put an end to the administrative non-compliance. If these administrative non-compliance findings persist, market surveillance authorities shall take all appropriate measures to restrict or prohibit the product being made available on the market or ensure that it is recalled or withdrawn from the market.

The supervision organisations have to have courage to make strict restrictive decisions when necessary, but where possible, it should be possible to solve problems more leniently with suitable tolerance for minor deviations. In all cases the supervision organisations need to ensure solid, acceptable and transparent rationale and consistency in decision-making.
4.3 Cooperation

In many countries economic operators complain about the large number of supervisors they see, who then sometimes ask for the same or similar information. The cooperative supervision is to reduce the administrative burden by improving the national and international cooperation between supervisors. As a result, different supervisors will not ask for the same information simultaneously or in quick succession, while reducing inspection to the minimum.
Effectivity of supervision can be increased by cooperation campaigns in inspections and monitoring and by exchanging results and other information on supervision carried out in other countries or by other national authorities. Combining information not only reduces double work but also provides supervision organisations with valuable information on technological, economical, social and international developments. The supervision organisations should make long-term agreements on the form and substance of their cooperation. 
4.4 Independence

It is recommended that the supervision task should be positioned independently within the national telecommunication policy. As a result, the supervision organisation shall carry out the supervision task in an objective manner. The substantive independence of supervision organisations mainly shows from the way in which they implement their role and working method within this framework. 
Society should be able to trust the independent opinions of supervisors. It is beneficial for the society if the supervision organisations are able to independently disclose information about misconduct. The supervision organisations can only do so if they can collect information independently and form their own opinions. In many situations it is also desirable for the supervisor to be able to act independently and objectively in non-compliance situations.

4.5 Transparency

Transparency is essential in creating confidence for the supervision. The supervision organisations have to be able to explain the reasons of their supervisory role and to justify and clarify the choices they make during the supervision process. Guarantees as to their independence and objectivity are recorded. 
Transparency is also important because it is necessary for everyone involved to actually know what the rules are and how they are enforced. The supervision organisations have to actively disclose their findings and supervision results as much as possible. The supervision organisations should account for their choices and results in retrospect.
The supervision organisations have to inform the society about the state of affairs which is wished to achieve. The findings of supervisors continue to play a role when drawing up new regulations and amending existing ones for electronic communications.

4.6 Professionalism
Professionalism of the supervision organisations is apparent on two levels: the individual supervisor and the organisation. The individual supervisor should flexible in his working methods and an institute of integrity. The professional supervision organisation fulfils an independent yet coherent role in the confidence for reliable functioning of electronic communications, and has therefore an added value in society. 
Following developments not only in technological but also in economical, social and international areas related to electronic communications is essential for professional supervision organisations. Permanent attention for and prompt responses to developments are key tasks for the supervisor. Wider know-how is needed in changing environment and should therefore be addressed for example in recruiting new supervision personnel.
5 Supervision process
The basis of supervision process is monitoring the electronic communication sector not only in the means of results of traditional enforcement, spectrum monitoring and market surveillance but also including information gathered from several external sources. Collected information needs to be analysed and the supervision organisations should implement risk analysis as a basic tool to determine the priorities and ways to react on violations of rules. The information gathered and analysed needs to be returned to information sources in order to make it available for further utilization in supervision process. Necessary operative actions need to be taken and supervision results have to be made publicly available to ensure the society's confidence to electronic communications. The supervision process is presented in figure 2.

Figure 2: Supervision process
5.1 Monitoring
In supervision process monitoring is regarded as more than spectrum monitoring. Monitoring means collecting and combining all pieces of information which are valuable for supervision of electronic communication sector. This information can be obtained from several sources: results of supervisory field work, national and international frequency databases, radio regulations, legislation and other sources of information. 

The information flow is, however, bidirectional. Monitoring and risk analyses carried out by supervision organisations produce new information to be utilized not only in other field operations but also in strategic planning and in preparing or amending policies, regulations and legislation. 
The amount of information is continuously increasing because of the explosive increase in the use of the electronic communications. As the supervisors have seen with the increase of digitalisation, more and more data is generated daily. This creates challenges for information management. 
Much more than in previous years, the supervisors have to use or try to use automated electronic data systems which can collect and store and even analyze and present monitoring information automatically. This way the supervisor should be able to provide NRA’s with feedback and, at the same time, identify and anticipate new developments at an early stage very effectively. The increased automation of basic monitoring will give the supervisor more time and space to focus on the infringements of regulations. 
How the supervision organisations actually analyze this collected data is another story. As time passes, the volume of this data will increase exponentially. This may force the supervision organisations to work smarter instead of working longer or harder. By working smarter, the supervisor may be forced in some instances, to leave the old school methods behind. “Hit and miss on the spot monitoring” may take on the form of using complex algorithms, data mining and data warehousing techniques to discover trends and anomalies early. This allows for pre-emptive actions before incidents can occur. Applying dedicated queries to databases to obtain for example detailed information on a function of frequency, time and location can be used on operational level, on tactical level (resource management) and on strategic level. This kind of "Next Generation Analysis" will be an essential tool enabling information-based inspection, enforcement and policy making.  

5.2 Sources of information
Information needed by the supervision organisations can be obtained from several sources. The basic knowledge is available in the results of supervisory field work such as spectrum monitoring, inspections and investigations and market surveillance. Also information included in national and international frequency databases, radio regulations, legislation and other sources of information has to be utilized in supervision. 

5.2.1 Spectrum monitoring
All supervision organisations monitor the radio spectrum at some extent in order to follow the usage of radio frequencies, to investigate impacts of changes or developments in frequency usage and to control if there are any inconsistencies or violations. The findings of these measurements should be analysed and form the basis for policy recommendations and interventions. If necessary, the supervisors intervene or report on such to the NRAs and if necessary to other parties involved in national or international cooperation.
5.2.2 Inspections and investigations
The supervision organisations have the responsibility to ensure that harmful interference is avoided. Investigating and resolving radio interferences is one of the main tasks of the supervision organisations as well as so called on-site inspections. Checking whether or not radio equipment and usage of it complies with the conditions for usage can also produce valuable information for planning purposes. 

5.2.3 Market surveillance
By carrying out market surveillance the supervision organisations aim to ensure that non-compliant equipment is not available in the market. Non-compliance could cause radio interferences, but also illegal use if relevant information on the usage conditions is not available for the user as required by the R&TTE Directive
.
Especially in market surveillance an important source of monitoring information is internet. Global internet usage has increased drastically over the last few years. Recognising the potential for getting access to a big market, companies of all sizes, sole proprietors and individuals have discovered the internet as a place to buy and sell goods. It has been noticed that a growing number of people consider trade over the internet as an opportunity to enhance their income. On several occasions the supervision organisations have had to investigate interferences which were caused by radio equipment which appeared on the market in this way. 

Internet trading becomes even more popular as payment over the internet and international transport gets easier and cheaper. The selling of non-compliant equipment over the internet is becoming a real problem for the supervision organisations. Searching the internet more effectively could be a good tool to filter out non-compliant radio equipment and to provide information on this equipment. 

Also potential buyers of radio equipment seek and find a lot of information on the internet. A great number of advertisers display their product details on a web site. The offer of mass consumer products is large. As in the real world, vendors usually present products without information on regulatory restrictions. Especially for radio transmitters, the compliance with the requirements of the R&TTE Directive is seldom highlighted, and it is often not clear where the product can be legally used. 
Some consumers will contact the authorities in order to get this information, but most consumers are not aware of or even not interested in the potential restrictions on the use of radio transmitters in which they are interested in. Therefore the supervision organisations need to publish information in internet, and preferably apply ways of publishing that make the information available also for those who are specifically not looking for it. This requires for example understanding of operation of search engines and understanding of terminology and expressions used in search by regular consumers.
5.2.4 Frequency databases

Most CEPT administrations have an electronic database with contains the national frequency plans, information on the license holders and results of supervision activities and measures. These sources of information are essential for analysing the situation in the electronic communications domain and in deciding which measures should be taken in order to improve the compliance. 

Another important database of spectrum use in Europe is the European Frequency Information System (EFIS) from the ECO. In EFIS it is possible to search for and compare spectrum utilisation across Europe (allocations, applications, radio interfaces) and to find related information such as documents about CEPT activities and national or international regulations. 
EFIS also contributes to the CEPT policy objectives of harmonisation and transparency as well the European Union policy objectives laid down in the Decision of the Council and European Parliament on Radio Spectrum Policy
. In accordance of the European commission Decision on harmonised availability of information regarding spectrum use within the Community
 Member States of the European Union can use EFIS as a common access point, in order to make comparable information regarding the use of spectrum in each Member State available to the public via the internet. 
5.2.5 Other sources of information
Monitoring is more than observing only national relevant information, especially when the stations are located outside a CEPT country and when procedures of broadcasting are related to some relevant parts of the Radio Regulation, such as maritime and aeronautical traffic. The Radio Regulation is an intergovernmental treaty text of the International Telecommunication Union (ITU). This organisation is the radio regulations specialised agency of the United Nations, which coordinates and standardises the operation of telecommunication networks and services and advances the development of communications technology. 
Covering both legal and technical issues, the Radio Regulation serves as a supranational instrument for the optimal international management of the radio spectrum. The Radio Regulation defines the allocation of different frequency bands to different radio services, the mandatory technical parameters to be observed by radio stations, especially transmitters and procedures for the coordination (ensuring technical compatibility) and notification (formal recording and protection is stated in the Master International Frequency Register) of frequency assignments made to radio stations by national governments.
At national level, national radio regulations and legislation has to be referred to especially in interventions and in issuing administrative decisions concerning them. These sources of national information have to be easily accessible not only for the supervision organisations but also for the public.

Other relevant electronic communications information sources for feeding the monitoring are for example the websites of the European commission (CIRCA) and of the standardizations institutes (ETSI of CENELEC) and other radio-communications orientated websites. The product information from the internet-supported information and communication system for the pan-European market surveillance of technical products (ICSMS) may also contain valuable for the monitoring database. 
5.3 Risk analysis
As already mentioned before, it is not possible for the supervision organisations to follow all usage of radio frequencies, undesired developments and other problems, and act against such. It is therefore necessary to make choices and set priorities by using risk analysis. 
Risk analysis is a certain form of impact assessment aimed to identify and asses the impact or the degree of severity and probability of any potential violation. Risk analysis is an important instrument for establishing focus in a transparent way and for deploying the limited labor capacity and resources efficiently. 
When carrying out risk analysis, the supervision organisation has to use all the relevant information gathered by monitoring described before. With a risk analysis, the supervisor should try to determine how serious the consequences would be in certain cases if for example: 
· The regulations concerning electronic communications are or are not amended; 
· The regulations are not complied with;

· The new developments are not covered by legislation at an early stage.

This includes amongst others the technological, economic, and social consequences. The risks are not only estimated, but where possible also measured. 
By using risk analysis, a forecast can be made for example of the risks resulting from current or future legislation, regulations and policy, from individual compliance and from new technological developments. On the basis of the risk analysis it is also possible for the supervision organisation to determine how it will deploy its field inspectors and other resources.
When applying risk analysis in supervision, the effects become more apparent than just finding that radio frequencies have been used illegally or that radio equipment is ‘not compliant with the essential requirements’. In many cases rules are violated, and it is the advantage of using risk analysis to choose supervision targets and actions that are most successful in reducing the negative effects to society. Radio interference is not the only criteria but other effects have to be taken into account as well. Minor risk of harmful interference is not always a reason for not to act since influences of some phenomena can cause for example economical disruption. Risk analysis is a tool to judge which intervention measures should be needed when the users or economic operators are not willing to follow the legislation.
For deciding which supervision activities has to be carried out, risk analysis is a very suitable and pragmatic approach. This form of impact assessment requires no substantive quantifications and can be easily carried out by experts in the field of supervision. As a result this method is recommended as a standard procedure to determine the regular national activities of the supervision organisation. The outcome of the risk analysis is also a new data source and should be added back into the information sources of the supervision organisations.
Impact assessment procedures have become a standard apparatus in decision making on European Union level and also the ECC has decided to use impact assessment for every important decision on frequency matters. From that point of view the use of risk analysis also in the field of supervision is a logical next step. 

5.4 Operative actions
Electronic communications have become an increasingly vital part of the infrastructure and. The supervision organisations should be able to take necessary actions to ensure that communications services are able to operate. Regulatory basis for supervision operation should enable appropriate corrective measures against occurred interferences, and by appropriate planning supervisors should be able to concentrate on potential sources of interferences when taking supervision actions. 
It is important to realize that the supervisor always has the opportunity to decide if it will take up a given case or not. The supervision organisation is not obliged to investigate each and every complaint or enquiry that is presented to it. However, it is wise to use transparent criteria in the prioritising of the enquiries. This is particularly important when dealing with potentially critical cases. Such cases should be assessed individually and the authority should prepare an explanation if it decides not to take up a case. It is also important to have efficient tools in place for the risk analysis and prioritising of complaints and enquiries to avoid overloading the authority with irrelevant cases.
All collected monitoring information is needed to determine appropriate measures taking into account improving the compliance level of the legislation. Inevitably, supervision should lead to some form of action. When necessary, this could conceivably be in the active form of issuing warning information, sanctions and/or confiscation of equipment of the party or parties involved. Depending on the nature of the case the action can also be of passive form where it could tale on another roll and be presented in publications for the public in general or for internal use and possibly shared with other supervision organisations.
Operative supervision actions can be divided into reactive and proactive actions. The divergences between reactive and proactive actions are outlined in the figure 3.

Figure 3: Divergences between reactive and proactive actions
5.4.1 Reactive actions
Reactive action is normally triggered by an outside event, for example an incident or complaints on harmful interference caused by a radio network or apparatus. The supervision organisation must decide whether it will take up the case or leave it. If the case is taken up, an investigation follows, and after that a risk analysis can be carried out in order to define the needed level of intervention.

Often when taking reactive actions there is a sense of urgency as the situation may be cause harmful interference. In such cases the supervisor might be forced and has to be prepared into taking strong measures rapidly. The additional pressure is created if the case attracts a lot of interest from the public, when decisions must possibly be made under considerable attention from parties such as the media.  
Even if reactive supervision actions are triggered by outside events, it is possible to some degree to predict or plan the activities. The supervision organisation may for example decide beforehand to spend a maximum amount of resources on the activities or it may have objectives to investigate a given number of accidents each year.
5.4.2 Proactive actions
Proactive supervision is a planned activity derived from the long- and short-term plans of the organisation. The supervision organisation should make a project plan for example for campaigns, on-site inspections or field measurements. The results will go into the analysis, and the results from that will in turn go to the risk communication where adequate and proportionate measures are decided. The results of proactive actions will also be submitted as an input to information sources.

5.5 Publication
Transparency of supervision can be increased by publishing supervision results. Openness increases recognition of supervisors and creates confidence in their activities among general public. Legal security and protection necessitate access to supervision information. Publication also enables economic operators to anticipate supervisors' activities and to interact with them. Results of supervision offer information that can have effects for example on consumer habits in radio frequency usage. Therefore it is essential that all parties will have the same information at the same point of time. Legislation concerning confidential information has to be conformed.
6 Conclusions
Strategic planning is important for any organisation in order to meet the expectations and objectives set for the organisation. It is essential to analyse where the organisation is today, to which direction it should develop and what are the ways to achieve the target. For the supervision organisations formulating strategy is remarkably important at this point of time where technological development from analogue to digital, liberalisation and globalisation of trade and usage of radio equipment, increase in number of users of mobile applications and society's growing dependence of electronic communications have made supervision more complex. At the same time supervision resources have been reduced in many countries.
Enforcement has been primarily based on the traditional method of enforcement by inspectors of radio-stations, and the detection and sanctioning of those who broke the telecommunication legislation. This approach is no longer satisfies the demands placed on supervision by the electronic communications sector. There is a need to change from enforcement to supervision, change from traditional way of controlling and responding to violations to more effective supervision with reduced but more diversified resources.
It is not possible to create a common strategy to be copy-pasted for every supervision organisation within the ECC. Supervision and its objectives, allocation of resources and defining operational processes are national issues. The organisation of supervision varies significantly in different countries and organisations have several different means of planning and following their objectives. Defining the strategy for each supervision organisation is a continuous process where all aspects included in supervision are combined in a way which the organisation's objectives will be met. 
The Supervision Strategy of ECC can help CEPT administrations in this task. Implementing the six principles of sound supervision contributes to positive development of supervision organisations from traditional enforcement towards more modern supervision. The presented general supervision process can be utilised in putting the principles in practise. The goal of strategic planning of supervision organisation should be providing the society with the most effective supervision that takes strong actions when necessary, operates independently and transparently and stimulates all parties involved in electronic communications to bear their responsibility in ensuring the reliable functioning of electronic communications.
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�  Enforcement means the range of actions and sanctions that can be used to enhance the compliance with national legislation and regulations for the purpose of achieving interference free communications for the legitimate users of the radio frequency spectrum. It includes taking action against occurred and potential sources of interference and unauthorised use and may include appropriate measures. Enforcement can include all types of investigation activities such as market surveillance, inspection of radio equipment, interference investigation and/or spectrum monitoring.
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