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Introduction

For years, Powerline Telecommunications (PLT) has been considered as not being harmful to the maritime mobile service in the shortwave (HF) maritime bands. However, more recent studies have shown that there is a cumulative effect from PLT technology rolled out, and that skywave propagation also is effective for HF radio signals emanating from PLT networks. The unwanted increase of background or ambient noise that may be expected is proportional to the number of PLT installations in operation. Recent figures show a remarkable growth of PLT market penetration. In addition, PLT manufacturing industry is close to establishing a harmonized European standard for PLT modems. Therefore, an evaluation of the current PLT situation and its impact on the maritime mobile service and, consequently, on maritime safety and security seems to be reasonable. The FM Maritime FG is invited to discuss this paper and conclude as appropriate.

General technical properties of PLT technology

PLT, sometimes also referred to as Powerline Communications (PLC) or Broadband by Powerline (BPL), realizes the idea of broadband communication via electrical powerlines. A typical usage scenario is the interconnection of Personal Computers (PCs) within a household to form a PC network (so-called in-house-PLT or in-home PLT). To achieve a data rate that would, for example, allow multiple video streaming, the signals imposed on the powerlines by PLT modems use frequencies from the HF to the UHF spectrum. A high data rate is synonymous with a high bandwidth in the radio frequency (RF) spectrum. A PLT modem is in fact a HF/VHF/UHF data transceiver which uses the powerline grid as the propagation medium.

Powerline cables are not shielded. In addition, the symmetry of the line is impaired by many factors, such as cable junctions, switches and loads. Both, the missing shield and the bad symmetry, facilitate radiation of RF energy that is potentially harmful to radio services operating in the HF, VHF and UHF bands.

Draft harmonized European Standard for PLT apparatus
The recent draft of a European Standard for PLT apparatus defines limits of the PLT transmit signal level, inter alia. It also contains a list of frequency ranges that are to be excluded from PLT operation (so-called notching). In fact, in the HF spectrum ”exclusion” means a reduction of the PLT signal level to the limits of the existing European Standard for IT equipment (EN 55022/CISPR22). This is supposed to protect those radio services operating in the frequency bands ”excluded”. So far, the draft standard suggests protection of the aeronautical mobile service and the amateur service. For the broadcasting service, a somewhat limited protection is envisaged by dynamically excluding frequencies (smart notching). Frequency bands of the maritime mobile service are not mentioned in the list and thus not protected. The frequency range covered by the draft standard is from 1.6065 MHz to 470 MHz.
Notching amateur bands from PLT operation is already implemented in PLT modems which are currently being put to the market. This may explain why in Germany no substantial number of interference complaints from radio amateurs who may be in close vicinity of a PLT installation has been reported. Opposed to that, Ofcom reports for the UK ”...that between July 2008 and February 2010 a total of 208 complaints have been received in relation to PLT interference” [1]. In general, it is reported that ambient noise in populated areas has increased during the recent two decades.

The PLT signal level limit which is envisioned in the current draft standard between 1.6065 MHz and 30 MHz is up to 95 dBµV when measured with an average detector (AV) and a bandwidth of 9 kHz. Compared to that, EN 55022 limits the RF voltage occurent at the mains port of domestic IT equipment (Class B) to 46 dBµV (0.5 MHz to 5 MHz, AV) or to 50 dBµV (5 MHz to 30 MHz, AV).
It is obvious that the limits of the present draft European Standard are exceeding the limits of EN 55022 for the mains port by 49 dB or 45 dB, respectively. These proposed limits represent the needs of the PLT industry, as shown by the measurement of an older ”HomePlug” industry standard PLT modem:
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The blue AV curve is exceeding the EN 55022 AV limit up to 30 dB. However, more recent documents about PLT modems report exceeding of EN 55022 limits by some 30 to 40 dB [3], [4].
PLT market penetration

A good starting point for an overview of the market penetration is the relevant ITU-R report [5]:

”A2.4.1.7 Current PLT market penetration estimation

... In Germany, the number of HomePlug devices “on the market” in February 2005 was 300 000, and in February 2006 was 800 00040. This information was given to the Task Group from the German BITKOM (industry) via the German Ministry of Commerce. The population in Germany was 82 million, thus the HomePlug market penetration as of February 2006 is 0.01 modems per capita. As of April 2006, Intellon had sold 10 million HomePlug chipsets worldwide and shipped 5 million41. (Intellon, DS2 and Panasonic are major vendors of PLT chipsets)... ”

More recent data can be taken from the Internet. The a.m. BITKOM has presented penetration figures on their website recently, stating that as of February 2011 approximately 8 Million PLT modems are on the market [6]. During the recent five years the number of PLT modems has increased by a factor of 10, the penetration figure in Germany of 0.01 modems per capita in 2006 now being 0.1.

Ofcom estimated that at September 2009 there were approximately 750,000 pairs of PLT devices in the UK [1].

A search of typical PLT products in February 2010 resulted in 49 offers found at Amazon [1]. In November 2011, a search returned 629 offers (at amazon.com, search ”Computers & Accessories”, search term ”powerline”).

The vast majority (approx. 99 %) of PLT modems on the market are HomePlug compliant [2].

Technical properties of HF receivers in the maritime mobile service

The maximum usable receiver sensitivity in the maritime mobile service can be taken from the European Standard ETSI EN 300 373-1 V1.3.1 (2011-01). According to that standard, the receiver sensitivity shall be better than the values given in the following table:

	Frequency range
	Type of emission
	Receiver input level

dBµV

	1606.5 – 4000 kHz
	J3E
	16

	
	F1B
	5

	4 – 27.5 MHz
	J3E
	11

	
	F1B
	0


Sensitivity requirements are most demanding in the frequency range of 4 MHz to 27.5 MHz for F1B. It is assumed that, also when considering future data communi-cation, this value of 0 dBµV (equivalent to 1 µV) represents a good basis for a compatibility analysis, considering a signal bandwidth of up to 3 kHz. Furthermore, a signal-to-noise ratio of 10 dB is assumed. This leads to a maximum allowable receiver input level of -10 dBµV for the ambient noise background. The antenna gain of the ship station is assumed to be 0 dBi.

With these assumptions and a noise-like interferer the requirements for the maximum allowable ambient noise field strength are as follows:

	Frequency band,

MHz
	Max. allowable ambient noise @ 3 kHz BW,

dBµV/m
	Max. allowable ambient noise @ 9 kHz BW,

dBµV/m

	4
	-28
	-23

	6
	-24
	-19

	8
	-22
	-17

	12
	-18
	-13

	16
	-16
	-11

	18
	-15
	-10

	22
	-13
	-8

	25
	-12
	-7


The (natural) ambient noise may even be higher than the maximum allowable field strengths calculated:
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Source: [7]

The ambient noise level may thus be the limiting factor for the receiving performance of a ship station and not the receiver sensitivity itself.

However, a substantial man-made deterioration of the already present ambient noise level can not be tolerated. In its comprehensive study HF Interference, Procedures and Tools [8], NATO has claimed an Absolute Protection Requirement of -15 dBµV/m at a bandwidth of 9 kHz which is in line with the figures calculated above.

Impact of PLT technolgy on the maritime mobile service

It is convenient that NATO already has undertaken the a. m. comprehensive study, also considering skywave propagation of PLT signals and the cumulative effect on ambient noise. NATO has chosen a statistical approach based on typical PLT technology (i. e. HomePlug) and market penetration, using a well-established program for propagation prediction (ICEPAC). The study has simulated skywave PLT propagation and has produced statistical result for several places chosen as examples (Bodø/Norway, Winnipeg/Canada, Augsburg/Germany and Jacksonville, NC / USA). One diagram is showing the percentage of simulation parameter combinations where PLT noise exceeds ambient noise:
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Figure 8.2.3-2: Percentage of Environmental Parameter Combinations where Estimated
Cumulative PLT Noise Exceeds the Absolute Protection Requirement of Section 2.4.
Different receiver locations are denoted by different markers and annotated
on the left-hand side (BODo, WINnipeg, AUGsburg, JACksonville).





Source: [8]

Results can almost readily be taken from that study for the maritime mobile service as well. However, the market penetration figure of 0.05 in the NATO study may be considered as a minimum figure nowadays, possibly being 0.1 now (see the figures for Germany given above).

The Absolute Protection Requirement (-15 dBµV/m @ 9kHz bandwidth) is exceeded by some 10 to 20 dB in most cases, which may be an additional 3 dB higher due to increased market penetration of PLT modems, as mentioned:
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Figure 8.2.3-3: Predicted Cumulative PLT Noise Parameters, for example with
Receiver in Augsburg, Compared to Established Background Noise Levels.
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The diagrams for the other three places considered are similar. Regarding the statistical spread of 20 dB and more in the diagrams due to the large variety of ionospherical propagation, one could ask whether or not an additional impairment by 3 dB is significant. See following section on that question.

Operational aspects of the maritime mobile service

In the maritime mobile service, an increase in digital communications is to be expected. New concepts like e-navigation are at the horizon. An essential part of maritime radio operation in the future may not be performed by human operators, but by automated systems. In the military, HF data systems which perform Automatic Link Establishment are widely spread. Such systems may not recognize whether a degradation of communication occurs due to background noise increase (even up to interruption) or due to natural factors of the ionospheric propagation path.
A study performed by DERA (now QinetiQ), tasked by NATO and the UK Ministry of Defence, gives some insight into what would happen to the availability of a given military HF data system, exemplarily connecting Cobbett Hill and St Ives, when the signal-to-noise ratio (SNR) decreases by as little as 3 dB [9]:
”It can be seen that the original 74 % availability is reduced to 45 % with an additional 3 dB of SNR reduction, and to 32 % with 6 dB of SNR reduction.” 

It is understood that military tactical communication systems in general are designed with a high degree of robustness in the presence of interference.
A decrease of availability of communications in the maritime mobile service, being a safety service, would impair maritime safety and, depending on the scenario, mari-time security. When future digital communication becomes more integrated into the navigation and the operation of a vessel, a decrease of availability would be even more harmful than it is already today.

Satellite communications can not replace HF communications in the maritime world. The number of ships operating in polar waters not covered by geostationary satellites may increase due to climatic factors and ice-free navigation. Considering security issues, a HF communications network can not be blocked to the extent a satellite transponder could be locked up by intentional jamming. From an economic point of view, HF communications is not as cost-intensive as satellite communications.

Conclusion

It has been shown that 

· the PLT market is growing rapidly,


· PLT industry is presently trying to establish a European Standard to safeguard the high interference voltage levels of the HomePlug technolgy, 


· PLT technolgy has the potential to cause interference to HF stations of the maritime mobile service worldwide, on land (coast stations) and at sea (ship stations),


· HF communication remains vital in the maritime mobile service.

Considering the effect of cumulative skywave propagation of PLT signals on HF users on the ground (which legitimately may be extended to maritime users as well), [1] concludes ”that if PLT devices remain unchanged from today there is a high likelihood of interference to most HF users. However, this interference is manageable and, if introduced in line with current product development roadmaps, power control and notching (including smart notching in the case of broadcasting) should bring the likelihood of interference down to negligible levels...”

Based on the considerations presented, protection of the maritime mobile service by excluding the maritime mobile bands from PLT usage may be required as a first step. In particular, any interference on the GMDSS distress frequencies is not acceptable.

However, further investigation may be required because intermodulation products caused by rectifiers in the mains network may fall into the notches, thus limiting the useful effect of notching [3].
Also the expansion of PLT into the VHF and UHF range (up to 470 MHz) and its impact on Satellite AIS as well as the effect (also of harmonics) on Cospas-Sarsat at 406 MHz may need further consideration.
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&CAußenrauschen&R&8&F,  &D

GE Day

GE Night

UK 04/2001 Day

Frequenz / MHz

Außenrauschen / dBµV/m

Außenrauschen an "ruhigen" HF-Empfangsstellen: Minimalwerte
Messungen durch Telefunken/TST in GE und Qinetiq in UK; Bandbreite 9 kHz
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Tab_AR_TuN

		

				Diagrammvorlage														mean values gemäß:

																		CCIR-Report 322-2				R 322		Basis: Messungen 1957-1961/R hoch

				Außenrauschen Bramstedtlund von 1985: min. Werte (B = 9kHz)														ITU-R P.372-7				ITU

						GE Day		GE Night		R 322: SD		R 322: SN		R 322: WD		R 322: WN		ITU: SD		ITU: SN		ITU: WD		ITU: WN		ITU: quiet mmn		UK 04/2001 Day		UK SD 2001

				1.5		-8.2		10.8		-4.4		21.6		-4.4		8.6		-3.4		11.6		-3.4		12.6		-3.9

				2		-11.5		0.8		-4.9		20.1		-4.9		7.6		-3.9		11.6		-3.9		12.1		-4.9

				3		-14.2		-1.2		-5.7		18.6		-5.7		7.6		-6.4		11.1		-6.4		11.1		-6.5		-16.5		-15.8

				4		-14.9		-1.2		-6.4		18.1		-6.4		8.1		-6.9		11.1		-6.9		10.1		-7.5		-17.4		-16.4

				5		-15.0		-4.3		-6.5		16.0		-6.5		6.5		-8.0		11.0		-8.0		10.0		-8.4		-18.8		-17

				6		-15.0		-8.5		-6.4		14.6		-6.4		6.1		-8.4		11.1		-8.4		7.6		-9		-19.5		-17.7

				7		-15.0		-12.0		-6.6		13.4		-6.6		3.9		-9		9.6		-9		6.4		-9.6		-18.9		-18.3

				8		-15.2		-14.3		-6.4		12.1		-6.4		1.6		-9.9		9.1		-9.4		4.1		-10.1		-18

				9		-15.4		-16.0		-5.9		11.1		-5.9		-0.4		-7.9		7.1		-6.9		1.1		-10.6		-16.9

				10		-15.5		-17.0		-5.5		9.5		-3.5		-3.4		-6.0		6.5		-5		-1		-11		-14.8

				12		-16.1		-18.0		-4.4		5.6		-0.4		-6.4		-4.4		2.6		-1.4		-5.3		-11.6		-13.7

				14		-16.4		-18.3		-5.0		2.0		1.5		-6.8		-5.0		-1		-2.5		-7		-12.2		-13.1

				16		-16.9		-18.5		-7.9		-1.9		0.1		-7.4		-5.9		-4.9		-5.9		-7.9		-12.7		-12.8

				18		-17.4		-18.5		-7.8		-5.9		-3.4		-7.8		-7.8		-7.8		-7.8		-7.8		-13.1		-13.7

				20		-18.0		-18.5		-7.4		-7.4		-7.4		-7.4		-7.4		-7.4		-7.4		-7.4		-13.5		-12.6

				22		-18.3		-18.5		-7.6		-7.6		-7.6		-7.6		-7.6		-7.6		-7.6		-7.6		-13.9		-12.6

				24		-18.5		-18.5		-7.8		-7.8		-7.8		-7.8		-7.8		-7.8		-7.8		-7.8		-14.2		-12.9

				26		-18.9		-18.5		-8		-8.0		-8		-8		-8		-8		-8		-8		-14.5		-13.1

				28		-19.5		-18.5		-8.2		-8.2		-8.2		-8.2		-8.2		-8.2		-8.2		-8.2		-14.8		-13

				30		-20.0		-18.5		-8.4		-8.4		-8.4		-8.4		-8.4		-8.4		-8.4		-8.4		-15.1		-12.5
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&CAußenrauschen&R&8&F,  &D

GE Day

GE Night

Frequenz / MHz

Außenrauschen / dBµV/m

Außenrauschen Bramstedtlund von 1985: Minimalwerte
Messung durch Telefunken/TST, Bandbreite: 9kHz
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