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	Summary:

	Proposed ECP to WTSA-12 relating to the consideration for approval of draft new Recommendation ITU-T Y.2770 by WTSA-12 and the continuation of Q.17/13 (I/13)) in the next study period.


	Proposal:

	For consideration.


	Background:

	As announced in TSB Circular 260, ITU-T study group 13 considered the approval of draft new Recommendation ITU-T Y.2770 (“Requirements for Deep Packet Inspection in Next Generation Networks”) at its June meeting. However, Germany requested in the course of the closing plenary more time (according to WTSA‑08 Resolution 1, Section 9.5.5) to consider its position.
Within the given time period, Germany stated its objection to the approval of this draft Recommendation with the rationale that the standardisation of technical means enabling the inspection of packet content is not in the purview of the ITU-T’s mandate and must be discouraged in this regard. In order to substantiate this position, Germany suggested bearing in mind one of the fundamental provisions laid down in the Constitution of the ITU, Article 37, declaring that “Member States agree to take all possible measures, compatible with the system of telecommunication used, with a view to ensuring the secrecy of international correspondence.“

In addition, Germany recalled further PP10 Resolution 130 which resolves, inter alia, that “the ITU-T shall focus resources and programmes on those areas of cybersecurity within its core mandate and expertise, notably the technical and development spheres, and not including areas related to Member States’ application of legal or policy principles related to national defence, national security, content, and cybercrime, which are within their sovereign rights.”


Position on draft new Recommendation ITU-T Y.2770 – position on the continuation of Q.17/13 (I/13) in the next study period
INTRODUCTION
Germany took note of increasing ITU-T activities with a view to standardise technical means enabling the analysis of communications content in packet-based public telecommunications networks.
Specifically, ITU-T study group 13 has progressed two draft ITU-T Recommendations on “Deep Packet Inspection” (DPI) in its dedicated Question 17 (“Packet forwarding and deep packet inspection for multiple services in packet-based networks and NGN environment”):

· “Requirements for deep packet inspection in Next Generation Networks” (Y.2770)
· “Framework for Deep Packet Inspection” (Y.dpifr)
As a result of this activity, draft Recommendation ITU-T Y.2770 (further referred to as Y.2770) was considered for approval by the June meeting of ITU-T study group 13. As already mentioned in the background section, Germany finally opposed the approval of Y.2770 with the rationale that the standardisation of technical means enabling the inspection of packet content is considered not to be in the purview of the ITU-T’s mandate as it apparently contradicts mandatory provisions of the ITU Constitution which are, inter alia, further elaborated in PP10 Resolution 130.
DISCUSSION

Germany holds the belief that the ITU-T should in principle not standardize any technical means that would increase the exercise of control over telecommunications content, could be used to empower any censorship of content, or could impede the free flow of information and ideas. The ITU-T shall rather focus its resources and programmes on those areas being in the purview of its core mandate with the object of facilitating peaceful relations, international cooperation among peoples and economic and social development by telecommunications services. The ITU-T should therefore foster the continuing development of international telecommunications for the public in full adherence to the Secrecy of Telecommunications which seems to be vital to the positive impact on individuals and society in this regard.
In reviewing Y.2770, Germany conceived the opinion that the approval of this document could not be in consistency and support of the above mentioned objectives and purposes of the Union. Some of the specific observations made against the draft text under consideration are listed below:
Y.2770 specifically states that DPI actions may include for instance the following:

· Discard the packet (silently or otherwise);

· Redirect the packet to other output interfaces;

· Replicate/mirror the packet to other output interfaces;
· Prioritization, blocking, shaping and scheduling methods of individual packets.
· Generation of logging/tracing data and reporting to policy management;
· Notification of intrusion detection systems (e.g., by reporting traffic samples, suspicious packets);
Further on, Y.2770 describes that once an application has been identified by the DPI functional entity (DPI-FE), it can optionally be possible to extract application specific information. The DPI-FE is required to be able to support detection of abnormal traffic. Namely, the DPI signatures are required to be able to characterize normal and abnormal traffic (e.g., either as a black or white list). The DPI-FE can optionally provide a reporting capability related to the detection of abnormal traffic upon detection of such traffic.
According to Y.2770, it is a common view that DPI signatures can be applied only to unencrypted traffic. Nevertheless, DPI signatures could be applicable to encrypted traffic, inter alia, depending on the local availability of the decryption key. However, any DPI enforcement will then imply an initial decryption of (a local copy of) the inspected packet. Also if inspecting compressed traffic, any DPI enforcement would imply an initial decompression of (a local copy of) the inspected packet. In this regard, it is worth noting that the DPI-FE is by Y.2770 recommended to support management of user’s identity information and the relationship between the user and user’s applications.
Furthermore, Y.2770 contains several Appendices. While these Appendices by definition do not form an integral part of the Recommendation, they still provide unambiguous evidence for the potential use cases of Y.2770. It is believed that most of the headings listed in the table of contents of Y.2770 are self-explanatory with respect to the intended case of application, e.g.:
I.8.2
DPI use case: Modification of packet payload
II.2.1
Example “Security check – Block SIP messages with specific content types and derive SIP device address”
II.3.1
Example “Security check – Process SIP messages (from a particular user) with specific content types – User identification via flow information”

II.3.4
Example “Forwarding copy right protected audio content”

II.3.6
Example “Detection of a specific transferred file from a particular user”

II.4.1
Example “Security check – Block SIP messages (from a particular user) with specific content types – User identification via application information”

II.4.2
Example “Security check – Block SIP messages (across entire SIP traffic) with specific content types”

II.4.7
Example “Blocking of dedicated games”

II.4.8
Example “Statistics about Operating Systems of game consoles”

II.4.11
Example “Identify uploading BitTorrent users”

II.4.13
Example “Blocking Peer-to-Peer VoIP telephony with proprietary end-to-end application control protocols”
Recognizing the above mentioned examples giving a colour on the potential applicability of Y.2770, one could argue that the techniques described in Y.2770 are partially converging to the technical means commonly used for the enforcement of “Lawful Interception”. However, areas related to Member States’ application of legal or policy principles related to national defence, national security, content, and cybercrime are, pursuant to PP10 Resolution 130, not to fall within the remit of the ITU‑T.
Furthermore, Article 37 of the ITU Constitution declares that “Member States agree to take all possible measures, compatible with the system of telecommunication used, with a view to ensuring the secrecy of international correspondence. Nevertheless, they reserve the right to communicate international correspondence to the competent authorities in order to ensure the application of their national laws or the execution of international conventions to which they are parties.”

Hence, anything related to “Lawful Interception” clearly remains to be a national matter and, in principle, the Secrecy of Telecommunications is to be adhered in public telecommunications networks designed for international correspondence from an ITU-T’s perspective.
PROPOSAL
Taking all the above said into account, Germany proposes the CEPT to take a stand against ITU-T activities with a view to standardise technical means enabling the analysis of communications content in packet-based public telecommunications networks.
Specifically, it is proposed to endorse an ECP agreeing
· to oppose the approval of draft new Recommendation ITU-T Y.2770 by WTSA-12, and
· to refuse the continuation of Question 17/13 (I/13) of study group 13 in the next study period.
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