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Report of the ECC Workshop How Measurement of Spectrum Occupancy can help Spectrum management
1. Introduction

Microsoft introduced during the 39th meeting of FM22, Copenhagen, 16 – 19 April 2013 in Document FM22(13)06 the Spectrum Observatory. The measurement station uses an RFeye1 device (manufactured by CRFS) which scans signals from 30 MHz to 6 GHz every 3 seconds (re-visit time). The result of the discussions in FM22 were reported in Document FM(13)082 to the 77th WG FM Meeting, Amsterdam, 20 – 24 May 2013. The corresponding output document FM(13)116 Annex 37 was further discussed in the next ECC meeting. Following the request from the ECC to plan a Workshop on spectrum occupancy measurements and how they can help spectrum management, FM PT 22 set up a draft program for a CEPT Workshop. WGFM approved the program during its 78th meeting, Montegrotto, 30 September – 4 October 2013 and ECC endorsed the proposal. 

The Workshop How Measurement of Spectrum Occupancy can help Spectrum Management was held on 15 January 2014, in Mainz (Germany) and attended by 68 participants. The agenda can be found in Annex 1. The main purpose of the Workshop was to discuss this topic with all interested parties from administrations and companies. The question is how much the Microsoft spectrum observatory could potentially help frequency regulators.
2. Introduction and Session A

The ECC Chairman, Mr. Eric Fournier welcomed the participants of the Workshop. He explained that new services and applications need to be added in the spectrum that is already used by existing incumbent services and applications. Hence improved sharing solutions are needed. Available information about the current use is not always sufficient. The RSPP (Radio Spectrum Policy Programme) has been agreed in Europe and includes a spectrum inventory process to also facilitate the process of finding sharing opportunities. The question is how spectrum monitoring and precisely spectrum occupancy measurements can help the frequency management. What can CEPT, the administrations and other stakeholders do? To what extent are such measurements helpful?

In a key note to the Workshop participants, the WG FM Chairman, Mr. Sergey Pastukh indicated the need to better understand how results of spectrum occupancy measurements can be used in spectrum management. Spectrum monitoring is an integrated part of the frequency management, looking for sources of interference or checking whether license holders operate within the framework of their licenses. Spectrum occupancy data can also guide assignment of frequencies. The Microsoft spectrum observatory immediately raised the question how such publicly available data could be helpful. The approach is different from the ITU-R Handbook on spectrum monitoring and the applicable ITU-R Recommendations. There are also questions related to the collection of data, the processing of data, and the value of such data for spectrum management. In addition, the real requirements of the spectrum managers are also not always clear. To what extent is this supplementary information from spectrum occupancy measurements helpful? He therefore indicated to clearly see the need for clear definitions for spectrum occupancy measurements and the collection of such data.

The requirements and developments in spectrum occupancy measurements were discussed in Session A. The Chairman FM PT 22, Mr. Ralf Trautmann introduced the development of spectrum occupancy measurements on the basis of ITU-R and CEPT deliverables. He continued by summarising the evaluation of the Microsoft Spectrum Observatory by FM PT 22 as follows
· As it stands today, the data collection component of the "Microsoft Spectrum Observatory" can only provide limited complimentary information to frequency management because it provides no more than a general indication of the spectrum usage.

· The results of occupancy measurements done with this approach at a limited number of fixed locations could only help to identify possible bands that might be identified for white space applications. The decision whether a particular frequency can be used at a certain location, e.g. as part of dynamic spectrum access or in relation to geo-location databases, cannot be drawn from these measurement results. 

· The current implementation of the concept by Microsoft is prone to achieve false spectrum occupancy results. In some cases a whole band looks occupied just because the detection threshold is not adapted to the requirements of the respective sub-band, whereas bands that are used by low duty cycle or frequency hopping systems will look completely free because the scanning speed is too low or not enough samples are taken on each frequency.

· Important tailoring of the measuring approach (fixed or mobile/nomadic measurements, the number of measurement points to achieve the required geographical resolution, dedicated parameter settings for occupancy measurements of radio services and applications in a specific band as well as the expected technologies in use) has to be improved.

· The presentation of Microsoft gives the impression that a few sensors at fixed locations would be sufficient to give an overview of the spectrum usage in a certain area. However, to give a detailed inventory of the usage of a spectrum ranging from 30 to 6000 MHz in a big city, a vast amount of fixed receiving stations or other methods such as mobile data collection would be necessary.

The role of spectrum monitoring in the spectrum management process was appraised differently by the delegates of ANFR (France) and Agentschap Telecom (The Netherlands).
Mr Laurent Bodusseau from the ANFR, France, emphasised in his presentation that spectrum occupancy measurements should not get confused with a spectrum planning/co-ordination tool. Furthermore, precise monitoring requires high CAPEX and OPEX and can mainly only be performed up to 1 GHz whereby the 400 MHz PMR/PAMR frequencies are a focus in France. The role of monitoring and occupancy measurements is mainly to respond to interference complaints or for cleaning up with illegal users. France has recently decided the decommissioning of the fixed monitoring approach and sees mobile monitoring as being more efficient.

Ms Lilian Jeanty from the Agentschap Telecom, Netherlands stated that the RSPP considers for spectrum inventory purposes that monitoring is a voluntary action that can possibly provide complimentary data. She also indicated that a focus was in the Netherlands to find utilisation of hot spots. Ms Jeanty made very clear in a key statement that the collected information was about utilization of the spectrum and that the availability of no information does not mean that spectrum is unused.
Thomas Hasenpusch from the BNetzA explained technical terms such as channel occupancy, frequency band occupancy and spectrum resource occupancy. He explained in which way wrong setting of parameters such as the re-visit time can lead to essential measurement errors. Furthermore he stressed the impact of different locations of monitoring stations in a geographical area on the result of a measurement.
3. Session B

In Session B selected case studies were presented. Mr Jim Beveridge from Microsoft introduced a few pilot projects addressing dynamic spectrum access and the usage of TV white spaces before he introduced the Microsoft spectrum observatory. Mr Beveridge outlined that the focus was on economics, and not on interference protection. In addition, dynamic spectrum allocation is seen by Microsoft as a goal and the spectrum observatory fulfils economic conditions for achieving this as a low cost solution, suitable to large deployment under universal spectrum access conditions. He recognised that additional intelligence needs to be built in to customise the measurements to the specific situation in a frequency band.
The presentation on requirements to obtain useful results from spectrum occupancy measurements by Mr Thomas Krenz, Rohde & Schwarz stressed the necessity to first understand the problem and to set the measurement parameters and antenna position accordingly. The demand for high-quality equipment and the importance of filters to prevent intermodulation were also addressed. The technical complexity is increasing. New, more complex signal patterns and wideband/broadband air interfaces create more unwanted emission effects (intermodulation, transients from burst signals). Therefore, spectrum occupancy measurements need to take this into account.

Mr Krenz stated that spectrum occupancy measurements should be specific and designed/customised to the situation in a frequency band. It’s already the spectrum occupancy measurement concept for a specific frequency band that counts – once chosen the wrong concept one is going to miss a lot of information/data. The mobile/nomadic spectrum occupancy measurement approach seems to have advantages in many situations (“location is all”). He also indicated that the focus should be on hot spot situations.
Mr Stefan Georgi from Medav complemented these considerations, in particular that for many situations nowadays in the UHF band, a roof-top measurement approach would create too many blind spots.

The presentations from R&S and Medav also revealed that automatic procedures seem appropriate to keep costs down. The cost issue however limits the information and analyses, i.e. the value of spectrum occupancy measurement information. Measurement must be performed over long periods to capture sufficient information about the use of spectrum. 

Mass concluded Session B with a presentation on monitoring activity in the 2.4 GHz and 5 GHz WAS/RLAN bands and the evaluation of the generated large data by using MATLAB and other software tools. For these spectrum occupancy measurements, real spectrum occupancy was considered at the MAC Layer by checking the number of retries of WAS/RLAN when accessing the spectrum in hot spot situations. The measurements carried out in London revealed that the level of usage in the 2.4 GHz was at a medium level and in the 5 GHz WAS/RLAN frequencies at a rather moderate level, so that it can be expected that many more WAS/RLANS could be operated in these bands. 
4. Session C

Session C continued with the presentation of selected case studies. 
The role of sensing for identifying spectrum holes was remotely presented by Prof. Martin Weiss of the University of Pittsburgh. This presentation discussed aspects of sharing between the commercial and the federal (governmental) sector in the USA, including services such as meteorological satellite downlinks and maritime coastal ship-radars. The case studies revealed that sensing sometimes were considered as too complex and the result may be frequency fragmentation or the definition of service exclusion zones. In all other cases, where sensing is considered for the spectrum use, this is a very specific band-to-band consideration and depends on the incumbent services and proposed new services (mostly for broadband mobile networks using small cells). A general spectrum occupancy/sensing approach is not possible. Sharing questions are also inter-related to the rights situation and this is also considered as part of the solution in the bands under consideration. This is similar to LSA considerations in Europe.
Mr Pravir Chawdhry from the JRC presented a mobile spectrum application for the measurement of spectrum use in some bands (public mobile bands, WAS/RLAN bands) by consumer devices such as smart phones. Such applications could enable the “crowd-based” collection of data and could help policy making and enforcement issues concerning evidences on the neutrality of public network approaches, interoperability questions and data quality considerations, rather than the pure measurement of spectrum utilization. He also indicated that related questions such as the ownership and related issues of such data are not clear yet. 

A presentation of APWPT provided by Mr Dre Klaasen focused on radio microphones as a nomadic application used during events. Spectrum sensing is considered by the PMSE community as a problematic approach for the protection of PMSE systems from white space devices interference because of the low power of radio microphones. Measurements have demonstrated that a considerable number of PMSE audio links at event locations could not be detected from locations outside of the event.

Mr John Falck representing the LPRA reported about the monitoring campaigns conducted by FM PT 22 in the frequency band 863 – 870 MHz. Similar to the radio microphones, the detection of RFID tags was possible only in close vicinity of the tags and the locations of RFIDs (as well as SRDs) need to be known beforehand the measurement. Close proximity or even access to the premises where RFID (or SRD) installations were in operation was often a pre-requisite. 
Mr Thomas Weber from the ECO reported inter-alia about the ECC activities regarding TV white space devices and about tendencies for SRD applications’ use of mitigation techniques. The current development of geo-location approaches in the TVWS as well as in other sharing situations is not using spectrum sensing at all. This is in line with investigations in the ECC WGFM which considered sensing techniques as not mature enough to be used for the protection of applications such as PMSE. However, there are situations where the victim could improve its situation by sensing the spectrum environment such as c-PMSE or FSS stations sensing for terrestrial transmitters at a given location.
He indicated that spectrum occupancy measurements of low power and low duty cycle applications was difficult, also seeing the variety of different SRD techniques in use, so that it was very difficult to design the right spectrum occupancy measurement parameters for this. 

He emphasised also that all the examples currently under discussion in the ECC for spectrum sharing/mitigation techniques are very specific and cannot be tackled by one spectrum occupancy measurement approach. Concerning the sharing of spectrum, spectrum access mechanisms use sensing techniques which make immediate decisions based on the precise coexistence specifications. Spectrum occupancy measurements, based on much longer observation periods, should not get confused with such mitigation techniques used for sharing. Mr Weber outlined, that the latency requirements of radio applications have to be taken into account when evaluating the “real” spectrum occupancy/availability of a radio service. For example, a PMR network frequency used by a taxi dispatcher is totally different from an emergency or alarm service PMR frequency used in the transportation field. Sometimes spectrum has to be just available for the unplanned event rather than being really occupied to a high degree. Without such usage information, a spectrum occupancy measurement alone cannot determine the “real” spectrum occupancy.
5. Panel discussion

At the panel discussion led by the ECC Chairman, Mr Eric Fournier, the Chairman of WG FM, Mr Sergey Pastukh, emphasised that a monitoring system has to be adjusted to the specific case and that there is no “one fits all” approach. Measurements over longer times help to identify trends. The ANFR delegate noted that bands used by low power devices are endangered by the approach of the Microsoft spectrum observatory. Bands where no occupancy was measured may not be empty. Microsoft responded to the question of the ECC Chairman what big data means. Microsoft is of the opinion that spectrum usage data could be collected, stored, reviewed, shared and analysed at a later point in time. Hence, at the time the data is collected it may not necessarily be known for what purpose the data may be used for. All issues arising today and causing problems could be solved by technology which is improving fast. Microsoft does not see any reason why their approach should not be used. The Secretary of FM PT 22 pointed to the risk of faulty measurement results if the campaign is not sufficiently specified for the situation under investigation. He also responded to the question of the number of simultaneously used channels in a network. JRC suggested that a network of cheap sensors could provide spectrum usage information at acceptable cost. However, some speakers from the plenary argued that high quality equipment is necessary to avoid blurry impressions about the spectrum use which would lead to wrong conclusions.
Mr Weber from the ECO indicated that drawing wrong conclusions or false information should be avoided as much as possible. Missing information may be less of a problem compared with wrong information and conclusions. The principle should be that having no information as a result of spectrum occupancy measurements should simply mean having no information about the actual utilisation of the spectrum. However, this does not mean that the spectrum is not used and available for alternative use. In addition, spectrum occupancy measurements must be performed over long periods to capture sufficient information about the use of spectrum. In contrast, spectrum access mechanisms using sensing techniques make immediate decisions based on precise coexistence specifications. Therefore, spectrum occupancy measurements should not get confused with such mitigation techniques used for sharing. Mr Weber said that spectrum occupancy measurements may provide complimentary information in situations, e.g. when market participants claim that additional spectrum is necessary because of congestion problems at hot spots in the existing spectrum. Such measurements could provide evidence that such congestions exist at certain hot spots. Again, this is an argument for that one should focus on hot spot situations.

6. Summary of the Workshop
The Chairman of FM PT 22, Mr Ralf Trautmann, summarised the Workshop by the following lesson learnt:

1. It is essential to understand the problem to be investigated.
2. The measurement parameters such as bandwidth, scanning speed and antenna location have to be set accordingly.
3. The example of PMSE indoor/outdoor measurements, SRD and RFID equipment as well as satellite applications illustrate why single sensors are not sufficient to show the reality in a frequency range from 30 MHz to 6 GHz.
4. The perception of 100% loading of some bands and of empty bands as presented during the Workshop by Microsoft is unreliable and could lead to disinformation of decision makers.
5. The assessments of the Spectrum Microsoft Observatory made by ECC and WG FM in 2013 have been confirmed by the Workshop. 
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Assessment of the Microsoft Spectrum Observatory Statement by ECC and WG FM

Microsoft introduced during the 39th meeting of FM22, Copenhagen, 16 – 19 April 2013 in Document FM22(13)06 the Spectrum Observatory. The fixed measurement station at rooftop level uses an RFeye1 device (manufactured by CRFS) which scans signals from 30 MHz to 6 GHz every 3 seconds (re-visit time). Microsoft is of the opinion that the spectrum observatory may help frequency managers to identify frequencies for TV White Space usage. The result of the discussions in FM PT 22 was reported to WG FM and ECC.

To discuss with all interested parties from administrations and companies the question how much the Microsoft spectrum observatory could potentially help frequency regulators, ECC requested WG FM to plan the Workshop How Measurement of Spectrum Occupancy can help Spectrum Management which was held on 15 January 2014, in Mainz (Germany). 

Microsoft is of the opinion that spectrum usage data could be collected (big data) and reviewed at a later point in time to look into the past. All issues causing problems could be solved by technology which is improving fast. Microsoft does not see any reason why their approach should not be used. 

Finally the Workshop illustrated:

1. It is essential to understand the problem to be investigated in detail.

2. The measurement parameters such as bandwidth, scanning speed and antenna location have to be set according to the radio services and applications in a specific band as well as the expected technologies in use. The measuring approach (fixed or mobile/nomadic, number of measurement points to achieve required geographical resolution) has to be tailored depending on the questions to be answered.

3. High-quality measurement equipment and often the use of filters are essential to prevent intermodulation and hence fake emissions.

4. As it stands today, the data collection component of the "Microsoft Spectrum Observatory" can only provide limited complimentary information to frequency management because it provides no more than a general indication of the spectrum usage.

5. The results of occupancy measurements done with this approach at a limited number of fixed locations could only help to identify possible bands that might be identified for white space applications. The decision whether a particular frequency can be used at a certain location, e.g. as part of dynamic spectrum access or in relation to geo-location databases, cannot be drawn from these measurement results. 

6. PMSE, SRD and RFID equipment as well as satellite applications illustrate why single low-cost sensors are not sufficient to show the reality in a frequency range from 30 MHz to 6000 MHz. To give a detailed inventory of the spectrum usage in a big city, a vast amount of fixed receiving stations or other methods such as mobile data collection would be necessary.

7. The current implementation of the concept by Microsoft is prone to achieve false spectrum occupancy results. In some cases a whole band looks occupied just because the detection threshold is not adapted to the requirements of the respective sub-band, whereas bands that are used by low duty cycle or frequency hopping systems will look completely free because the scanning speed is too low or not enough samples are taken on each frequency. 

8. The perception of 100% loading of some bands and of empty bands as presented during the Workshop by Microsoft is unreliable and could lead to disinformation of decision makers.

9. Similar systems of other vendors also using simple sensors at fixed locations at rooftop level would suffer from the same challenges.
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