WG FM Questionnaire to CEPT Administrations concerning the issuance of Amateurs' Certificates and Licences in electronic format 
Group: WG FM, FM Radio Amateur FG 
Submission dates: 28-10-2020 - 05-01-2021 
Introduction: 
WG FM Radio Amateur Forum Group is investigating the possibility to use the electronic format for the issuance of amateurs’ documents.  This could open a new approach in line with the digital opportunities now available.  Certain CEPT Administration are already working towards issuing certificates and licences in electronic format. This approach will allow full compatibility with the online official checking and will enable the holders easy access to their documents.
Questions: 
Each CEPT Administration is invited to express their opinions on the following issues:
	Responding organisation: 
	Norwegian Communications Authority 

	Country: 
	Norway 

	Address: 
	Postboks 93 4791 Lillesand 

	E-mail: 
	nsa@nkom.no 

	Contact name: 
	Nancy Sangvik 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
Nkom are on an early stage in this work. As we speak, my colleges and I are working on a digital system that, hopefully late in August 2021, will be used for radio amateur exams. We are taking one step closer to fully digitalisation each year. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
Nkom will not only agree with an electronic format, we will also use it, and we will work for the possibility to recognize such documents issued by other CEPT Administrations. This will make our work easier, more professional and safer. As it is now, we are sending out papers as PDF on e-mails. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
At this stage we have not decided which system to use, and are open for suggestions. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
I have no other suggestions at this stage. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
	Responding organisation: 
	Agency for Electronic Communucations 

	Country: 
	North Macedonia 

	Address: 
	21, Kay Dimitar Vlahov Skopje 

	E-mail: 
	radka.sekutkovska@aec.mk 

	Contact name: 
	Radka Shekutkovska 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
No 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
No 
Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
No 
Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
	Responding organisation: 
	Danish Energy Agency 

	Country: 
	Denmark 

	Address: 
	Carsten Niebuhrs Gade 43 

	E-mail: 
	dly@ens.dk 

	Contact name: 
	Dennis Tipsmark Lykke 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
We are starting to look into possibilities for digital licences. However, no real work have started yet. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
Today, we are accepting scans or pictures of a CEPT-licence to obtain a Danish call sign. As long as the authenticity can be verified, we will accept any valid CEPT certificate regardless of shape, size or format. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
We have not looked into the various possibilities yet, but imagine one of the options below would be the best option 
1. The certificate is accessed exclusively through a website 
2. The holder is provided with a digitally signed pdf 

While the first option is probably the most flexible, both options guarantee the authenticity of the certificate. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
A QR code on any type of certificate linking to a database controlled by the issuing administration could provide an easy mean of verifying the authenticity of the certificate. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
The Danish Administration supports this. We believe paper methods are often expensive to keep up to date, and the data is often incorrect because of this. 
	Responding organisation: 
	BIPT-IBPT 

	Country: 
	Belgium 

	Address: 
	Koning Albert-II Laan 35 1030 Brussel 

	E-mail: 
	ben.deschacht@bipt.be 

	Contact name: 
	Ben Deschacht 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
We prefer that the amateurradio can choose between an electronic certificate or a paper issued format. we can not oblige radioamateurs to be in the possesion of a smartphone or any other electronic device. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
We think that the acceptance of an electronic issued certificate should not be compulsary. Any administration should be able to choose wheter they accept the electronic certifcate or not. This will facilitate the acceptance of the proposal 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
The most suited file format is the pdf format. These kind of files can be signed digitally by the responsable of the administration and guarantees the authenticity. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
The QR-code should give access to a website to verify the validity of the certificate. Furthermore the QR-code should also be printed on the paper issued certificate. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
As mentioned above this migration should not be compulsory for both administrations and radioamateurs. 
	Responding organisation: 
	OFCOM 

	Country: 
	Switzerland 

	Address: 
	Rue de l'Avenir 44 

	E-mail: 
	enza.scire@bakom.admin.ch 

	Contact name: 
	Enza Sciré 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
At the moment the issuance of certificates and licences is done physically (credit card format) 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
The verification of the certificates as well as the licences must be ensured. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
PDF is at the moment the best file format. A good document security method is actually the digital signature used by our Office. QR code could also be included in these documents. Improvements must be done to ensure a reliable and flawless security method. The question is how an administration could check such digital enhancements? 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
We are not aware of any alternative barcodes. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
As stated above, the administrations should have the possibility to check the digitally signed documents. 
	Responding organisation: 
	Federal Network Agency 

	Country: 
	Germany 

	Address: 
	Tulpenfeld 4 D-53113 Bonn 

	E-mail: 
	liban.aden@bnetza.de 

	Contact name: 
	Liban Aden 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
In addition to the advantages already mentioned by the Romanian administration in Doc. FM (20)103 with regard to the portability of electronic documents on a wide variety of terminal devices and the containment of the coronavirus pandemic, the Federal Network Agency is obliged by national legal regulations to offer its administrative services in the long term fully by electronic means. 

The physical documents currently in use are not suitable to reach this goal. Therefore, the Federal Network Agency is interested in the issuing of all amateur radio certificates and licences with CEPT equivalence in electronic form. 

This applies equally to the relevant documents of the CEPT Recommendations T/R 61-01 and ECC Recommendation (05)06 as well as to the examination certificates according to the CEPT Recommendation T/R61-02 and the ERC Report 32. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
Electronic amateur radio certificates and licences issued by other administrations in an electronic format, which is adequately protected by technical means against forgery should most widely be accepted also by the German administration. The validation should be possible at any time, if possible without technical background knowledge and with little expenditure of time, and it should be based on common and internationally recognized methods. 

For this purpose a qualified electronic signature or a corresponding electronic seal could be used in accordance with Regulation (EU) No.910/2014 on electronic identification and trust services for electronic transactions in the internal market and to repeal the Directive 1999/93/EC, short eIDAS regulation. From our point of view, a qualified electronic seal that shows the issuing institution would be preferable. 

In addition, it must be possible to check amateur radio licences according to CEPT Rec T/R 61-01 or ECC Rec (05)06 on site, i.e. at the location of the fixed or mobile amateur radio station. If no internet access is available at the operating site, the check should be carried out offline and only with simple widely used technical aids. This could be mobile devices such as smartphones, tablets or similar. 

On the other hand, amateur radio certificates according to CEPT Recommendation T/R 61-02 or the ERC Report 32 must remain valid for a lifetime. However, the systems currently used for qualified electronic signatures and seals cannot ensure the preservation of the validity of the documents for such a long period. If qualified electronic signatures or seals shall be used, possible solutions must be developed. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
Yes. 
The Federal Network Agency supports the Romanian administration's proposal to issue the documents in PDF format. 

In order to make administration more efficient and easier in its work processes, files are increasingly being created in electronic form rather than in physical form, or existing physical files are being converted to digital form. The integrity of the electronic documents is at the same time one of the most important security goals. (The integrity of a document ensures that there were no subsequent changes to the document.) 

For the long-term archiving of PDF documents, the ISO standard PDF/A is generally accepted, which guarantees the integrity of the document. In addition, PDF/A documents require comparatively little storage space and can be browsed automatically. PDF/A-3a represents the most detailed variant of the available substandards for PDF/A documents. It contains additional information to support people with special needs (accessibility) and is therefore suitable, for example, for speech synthesis using computers. The technical and organizational effort involved in creating PDF/A-3a compliant documents must be examined and is probably relatively large. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
QR codes are a way of making document content accessible for machine processing and are therefore desirable from the point of view of the German administration. 

In particular, the personal data according to 
- Annex 1 No. 3b to 3d of the CEPT Recommendation T/R 61-02 and to 
- No. 3.3 letter b, d and e of the ERC Report 32 and to 
- Annex 1 No. 1 bullet points three to six of the CEPT Recommendation T/R 61-01 and to 
- Annex 1 No. 1 iii, iv, v and vi of the ECC Recommendation (05)06 
should accordingly be included in the QR codes of the amateur radio examination certificates and in that of the amateur radio licences. 

In order to be able to define the size of the QR code, the individual data fields must be limited regarding their maximum length. Furthermore, the following additional content appears to be useful: 
- A globally unique number that identifies the administrative act 
- In the case of the CEPT amateur radio licences, a possibly existing expiry date of the licence. 
The mapping of the document content in a one-dimensional and thus severely in its capacity limited barcode is not recommended from our point of view. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
Based on the above considerations, the initiative of the Romanian administration is supported by Germany. Since the documents to be revised do not have legal effect only in the CEPT member states, it is suggested that also the participating non-CEPT administrations will be informed and asked for their statement regarding this issue. 
	Responding organisation: 
	Finnish Transport and Communications Agency TRAFICOM 

	Country: 
	Finland 

	Address: 
	P.O.Box 320, FI-00059 Traficom, Finland 

	E-mail: 
	tapio.penkkala@traficom.fi 

	Contact name: 
	Tapio Penkkala 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
Traficom already issues radio licences in electronic format (pdf files) to customers. By request, also physical (paper) licenses are delivered to customers. Certificates are still in physical format and delivered to holders via regular mail. Customers have online access to information on their own licences and certificates. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
Traficom acknowledges licence and certificate documents issued in electronic format by foreign/alien/other administrations once the document granting administration has verified Traficom the authenticity of the document in question. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
- 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
Streamlining best practices in licence and certificate issuance at CEPT level would diminish administrative work related to document verification. 
	Responding organisation: 
	Communications Regulation Commission 

	Country: 
	Bulgaria 

	Address: 
	Sofia, Gourko 6 

	E-mail: 
	d_aleksieva@hotmail.com 

	Contact name: 
	Daniela Aleksieva 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
We have issued CEPT radio amateur licence and HAREC in electronic format when requested by the applicant. This is part of our legislation and for now it is not very popular. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
It would be useful to have a specimen of amateur radio documents from other countries 
available on the CEPT website. Another option is to create a list of emails to which requests for verification of an amateur radio document can be made if necessary. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
We have issued CEPT radio amateur licence and HAREC in electronic format as PDF files, duly digitally signed. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
- 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Choose 
Remarks: 
We support the issuance of CEPT radio amateur licence and HAREC in electronic format, but we believe that the possibility of issuing these documents on paper should remain. 
	Responding organisation: 
	National Authority for Management and Regulation in Communications of Romania 

	Country: 
	Romania 

	Address: 
	2 Delea Noua Street, Bucharest 3, 030925, Romania 

	E-mail: 
	cristian.ungureanu@ancom.org.ro 

	Contact name: 
	Cristian Ungureanu 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
ANCOM is interested in the issuing of all amateur radio certificates and licences with CEPT equivalence in electronic form. 
This applies equally to the relevant documents of the CEPT Recommendation T/R 61-01 and ECC Recommendation (05)06 as well as to the examination certificates according to the CEPT Recommendation T/R 61-02 and the ERC Report 32. 


Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
Electronic amateur radio certificates and licences issued by other administrations in an electronic format, which is adequately protected by technical means against forgery should most widely be accepted also by the Romanian administration. 
The validation should be possible at anytime, if possible without technical background knowledge and with little expenditure of time, and it should be based on common and internationaly recognized methods. 
From our point of view, a qualified electronic seal that shows the issuing institution would be preferable. 


Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
The integrity of the electronic documents is at the same time one of the most important security goals. 
For the long-time archiving of PDF documents, the ISO standard PDF/A is generally accepted, which guarantees the integrity of the document. 

Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
QR codes are a way of making document content accessible for machine processing and are therefore desirable from the point of view of the Romanian administration. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
Since the documents to be revised do not have legal effect only in the CEPT member states, it is suggested that also the participating non-CEPT administrations will be informed and asked for their statement regarding this issue. 
	Responding organisation: 
	National Media and Infocommunications Authority 

	Country: 
	Hungary 

	Address: 
	Budapest, Visegrádi u. 106. 

	E-mail: 
	dobrovics@nmhh.hu 

	Contact name: 
	Noémi Dobrovics Szabó 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
No 
Remarks: 
According to our present regulation, it is not possible to oblige a natural person to contact only electronically an authority. 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
We think that the mutual recognition of such electronic documents is a key element and we are open to the proposal basically, but for giving a well based answer to this question more details are necessary to be considered. It would be important to make the electronic verification of the official documents as simple as possible. The realization of this plan seems to be a long process, because the task is not only to create the electronic format of the documents, but a complex process behind it is needed. It would be useful to exchange information and best practices regarding the issue (e.g. to publish on the CEPT website a collection of the specimen of the amateur certificates and licences issued by different countries, a list of contact e-mails to the authorities, related regulation, etc.) This could make easier the verification of the documents issued abroad, both paper-based and in electronic format, in any phase of the development of the new approach. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
A digitally signed pdf file seems to be acceptable, but as we see, forgery cannot be ruled out. Another important question is the lifetime of the electronic formats. Backward compatibility of different electronic formats and readers is an issue that should also be considered, taking into account that an official examination certificate, would need to exist for at least 50 years or more. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
Yes, it can be useful, but we believe that it should be made only optional element of a document in electronic format. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
No 
Remarks: 
The possibility to choose both paper and electronic format should be kept for longer term for authorities and applicants as well. According to our present regulation it is not possible to oblige a natural person to contact only electronically an authority. In addition, if the electronic delivery could not be feasible, paper form would be the other option. 
	Responding organisation: 
	Communications Regulatory Authority 

	Country: 
	Lithuania 

	Address: 
	Mortos g. 14 LT-03219 Vilnius 

	E-mail: 
	algirdas.naraskevicius@rrt.lt 

	Contact name: 
	Algirdas Naraskevicius 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
The Administration of Lithuanian is considering the issuance of the amateurs’ certificates and licences in electronic format and supports the initiative that this process should be harmonized at the CEPT level. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
We are ready to recognize electronic documents issued by Administrations of other countries. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
Format compatible with the EU eIDAS Regulation (No 910/2014). 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
We have no suggestions for alternative barcodes. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
	Responding organisation: 
	Czech telecommunication office 

	Country: 
	Czech Republic 

	Address: 
	P.O.Box 02, 225 02 Prague 025 

	E-mail: 
	antousekk@ctu.cz 

	Contact name: 
	Karel Antousek 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
No 
Remarks: 
There are several formal ways how to send documents between Office and stakeholder in the Czech Republic. As the licence or professional certificate holder is a physical person and does not have obligation to establish a so-called Data Box, which is an instrument for official electronic sending of documents, the Office sends the professional certificates and licences by surface mail. 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
No 
Remarks: 
Our biggest concern is the situation when a citizen form other CEPT country temporarily arrives to the Czech Republic and transmit based on his national licence/professional certificate (which is allowed based on appropriate CEPT documents) and such a citizen is examined by the Office stuff responsible for spectrum monitoring. Paper form of the document can be easily verified, but what are the rules for electronic format? 
Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
(note: this does not concern amateur licences as these licences are delivered by surface mail) The documents which are sent by the Office through the Data Box to applicant (regardless of type of stakeholder), such documents are electronically signed, and time stamped in PDF format. This format is distinguishable regardless of the operating system used, and the SW tool for reading such a document is freely available. The authority responsible for the electronic signature is Czech. So, we have concerns if such a document can be recognized in other countries. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
In general, QR code could be useful and is capable to contain basic information about the professional certificate. This does not apply for licence, which contains legal parts (header, justification part etc.) 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
In principle yes, but as explained in answers above, there is no obligation for physical persons to have Data Box. Therefore, the Office will issue the licences and professional certificates in a paper form and deliver them to applicant by surface mail. Nevertheless, we see one issue dealing with verification of the foreign licence or professional certificate – see more details above. 
	Responding organisation: 
	Institut Luxembourgeois de Regulation 

	Country: 
	Luxembourg 

	Address: 
	17, rue du Fossé L-1536 Luxembourg Luxembourg 

	E-mail: 
	apostolos.stathakis@ilr.lu 

	Contact name: 
	Apostolos Stathakis 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
No 
Remarks: 
For the time being, nothing in that sense is foreseen. We use plastic cards without signing neither physical nor electronical. The document can be verified by email: amateur@ilr.lu 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
There should be a mean of verification to check against falsification of the document 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
no comment 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
No 
Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
no comments 
	Responding organisation: 
	Agency for Electronic Communications and postal Services 

	Country: 
	Montenegro 

	Address: 
	Bulevar Dzordza Vasingtona 56,kula C, 81000 Podgorica 

	E-mail: 
	amir.molazecirovic@ekip.me 

	Contact name: 
	Amir Molazecirovic 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
No 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
No 
Remarks: 
For now we are not able to give a precise answer and that is why we have given a negative one. In essence, we support this approach to licensing, which will become part of Montenegro's development plans for future amateur radio service. 
Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
In accordance with the previous comment we stress that this is a subject of future discussion in Montenegro. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
One that suits most CEPT countries. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
No 
Remarks: 
The "No" answer is optional. Our answer depends on what "timely and effective manner" means. For Montenegro it is of great importance to follow up other CEPT member states but on condition that there is enough time to adapt. 
	Responding organisation: 
	Agency for Communication Networks and Services of the Republic of Slovenia 

	Country: 
	Slovenia 

	Address: 
	Stegne 7, p. o. b. 418, SI-1001 Ljubljana, Slovenia, Europe 

	E-mail: 
	andrej.gril@akos-rs.si 

	Contact name: 
	Andrej Gril 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
No 
Remarks: 
We send amateur's certificates and licences on paper by post. 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
Business between CEPT Administrations should be compability neither independent from format. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
Decision around the appropriate electronic form for radio amateur certificates and licences and theirs protection should be taken after advice of IT experts. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
In the future, we could still leave the QR code if there will be no interest in further use. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
CEPT administrations should follow and support the possibility of IT tools for end users. 
	Responding organisation: 
	Malta Communications Authority 

	Country: 
	Malta 

	Address: 
	Valletta Waterfront, Pinto Wharf, Floriana, FRN1913 

	E-mail: 
	amadeo.j.vella@mca.org.mt 

	Contact name: 
	Amadeo Vella 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
No 
Remarks: 
No, however radio amateur licenses are issued in PDF format using a qualified signature. 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
As long as such documents can be verified 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
Not applicable. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
Malta supports the inclusion of a QR/bar code system. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
In principle, Malta supports this initiative. However, Malta considers that the harmonised approach should provide the necessary flexibility to CEPT Administrations to facilitate its integration with their licensing system. 
	Responding organisation: 
	Regulatory Authority for Electronic Communications and Postal Services 

	Country: 
	Slovakia 

	Address: 
	Tovarenska 7, P.O. BOX 40, 828 55 Bratislava 24, Slovak Republic 

	E-mail: 
	jozef.kertes@teleoff.gov.sk 

	Contact name: 
	Jozef Kertes 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
For those applicants who send an application from their electronic mailboxes (established by Act No. 305/2013 Coll. on e-Government), the Slovak administration sign the amateurs’ certificates and licences as well as the CEPT licences digitally and send them back to their electronic mailbox. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
The Slovak administration recognize amateurs’ certificates and licences issued by other CEPT Administrations. 

As regard the amateurs’ certificates and licences, the Slovak administration apply the physical “paper method”, if the applicant does not have an official electronic mailbox. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
The Slovak administration use an electronic format .pdf equipped with security files and signatures. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
The QR code could be useful. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
No 
Remarks: 
The Slovak administration propose that both options for issuing of the amateurs’ certificates and licences (paper and electronic format) be preserved. The reason is that the current Act on e-Government does not allow to order all radio amateurs to activate an official electronic mailbox. For most of radio amateurs, the paper form should be retained in the future. 
	Responding organisation: 
	Electronic Communications Office 

	Country: 
	Latvia 

	Address: 
	5 Eksporta street, Riga, LV-1010 

	E-mail: 
	viesturs.kalnietis@vases.lv 

	Contact name: 
	Viesturs Kalnietis 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
We will consider issuing amateurs’ certificates and licences in electronic format. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
We will recognize documents in electronic format. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
No 
Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
	Responding organisation: 
	HAKOM 

	Country: 
	Croatia 

	Address: 
	Zagreb, Croatia 

	E-mail: 
	gordan.simac@hakom.hr 

	Contact name: 
	Gordan Simac 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
Issuance of the amateurs’ certificates and licences in electronic format will not be implemented next year but it is planned through long-term activities for next period. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
Amateurs’ certificates and licences in electronic format will be accepted by the Croatian administration. It would be desirable to ensure the online verification of such documents. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
Digitally signed PDF document. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
No alternative is needed. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
We support the issuance of CEPT radio amateur documents in electronic format: in the first phase as an additional option and full migration in the case when issuing of digitally signed documents will be possible within all members. 
	Responding organisation: 
	ANACOM 

	Country: 
	Portugal 

	Address: 
	Av. José Malhoa, 12 1099-017 Lisbon 

	E-mail: 
	carlos.antunes@anacom.pt 

	Contact name: 
	Carlos Antunes 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
No 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
In case of doubt we will contact the respective administration. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
A digitally signed pdf file seems to be the best solution. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
No 
Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
No 
Remarks: 
The format of the licences should remain a decision of each Administration and the electronic format should be optional. 
	Responding organisation: 
	Consumer Protection and Technical Regulatory Authority 

	Country: 
	Estonia 

	Address: 
	Endla 10a, 10122 Tallinn 

	E-mail: 
	kristiina.repp@ttja.ee 

	Contact name: 
	Kristiina Repp 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
Amateur licenses are issued in electronic form and will be issued in the future. In our new Information system Amateur license is registry-based (data in register, no document, even digitally signed, will be issued). Printed license/certificate is also given to Radio Amateur according to their proposal and current practice (for personal licenses only). 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Remarks: 
According to our understanding digitally signed document (pdf file) is not digital license. Digital license is data in register (database) accessible to relevant persons. Such solution needs access of other countries authorities to other’s database which is not currently foreseen in our database. Digitally signed documents can not be accessed without access to relevant database. Alternative can be central database like EFIS, where everybody can access data of all countries (Amateur callbooks are in many states public anyway). Data is submitted by agreed interface by CEPT Member states. 
Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
It is not reasonable to establish common format of license (file or license data) because access to the data will then require access to Administration’s database, which can be problematic because of security issues. 

Different countries have different security measures in their databases and access policies may restrict access to others. 

Central database can be solution also to this problem. 
Every national database can convert any data to agreed format to send it to central database (like EFIS). HTML or CSV formats are common for data exchange. 

Central database can be public or restricted to administrations only, data input by designated users using ID card or similar identification method. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
No 
Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
We support digital signature everywhere but there are several levels of digital signatures and different countries may use different levels. Countries may issue licenses digitally and sign them digitally but access to digital data needs other solutions. So central database seems better solution than harmonised format of document. Also harmonised digitally signed documents must be kept somewhere in all CEPT countries to be accessed by surveillance authorities. This may be complicated and central database seems again good solution. 
	Responding organisation: 
	Radio Communications Agency Netherlands 

	Country: 
	Netherlands 

	Address: 
	Emmasingel 1, Groningen 

	E-mail: 
	margaux.morssink@agentschaptelecom.nl 

	Contact name: 
	Margaux Morssink 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
Yes on the issuance of licences. We issue licenses in electronic format through our Client Portal. 
If requested, a license can also be sent in paper format. 

Remarks: 
No in terms of issuance of certificates due to security issues and reliability. 
Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
We work and will work in accordance with CEPT recommendations. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
The licence we issue is available in our Client Portal and can be shown to everyone. 
The certificate must contain some security measures like a Watermark. In our opinion that would be difficult in an electronic document, unless there is also some sort of digital verification in a government portal. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
No opinion at this moment. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
Remarks: 
Yes, as long as security issues are fulfilled. 
	Responding organisation: 
	Italian Ministry of Economic Development 

	Country: 
	Italy 

	Address: 
	Viale America, 201– 00144 Roma 

	E-mail: 
	umberto.mascia@mise.gov.it 

	Contact name: 
	Umberto Mascia 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
A review of national technical regulations, currently underway, will provide for the issuance of the amateurs’ certificates and licences in electronic format. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
The Italian Administration believes to be able to use an electronic format for the referred documents, as well as to recognise similar documents issued by any other CEPT Administration, provided that proper requirements of authenticity, integrity, immutability and time-stamping will be guaranteed. Further, the digital transmission of the document should occur in a secure form (e.g. in Italy by means of PEC - "Posta elettronica certificata" that is a legally binding form of certified e-mail). 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
A candidate format is PDF (Portable Document Format), as it is a standardized and widespread format, well suited to contain text and graphics, but also equipped with security features to ensure the requirements of authenticity, integrity, immutability. Digital signature and time-stamping are needed to make the document legally binding and enforceable against third parties. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
The main requirement for any electronically generated mark is to make possible verifying that the physical document is a true copy of the electronic original one, using either online or offline tools. QR codes are well suited to this aim. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
	Responding organisation: 
	The Department of International Cooperation Ministry of Digital Development, Communications and Mass 

	Country: 
	Russian Federationa 

	Address: 
	- 

	E-mail: 
	a.zaytsev@digital.gov.ru 

	Contact name: 
	Anton Zaytsev 


Question 1: Does your Administration take into consideration the issuance of the amateurs’ certificates and licences in electronic format? If yes, please provide further information. 
Yes 
Question 1.1: If yes, 
Please provide further information 
Issuing of the amateur licenses is performed mostly in electronic format, in this context licenses are signed with an Enhanced Qualified Electronic Signature. Rich Text Format (.rtf) license file and Electronic Signature (.sig) file format (two files). Less than 5 % of licenses are issued in paper form by users’ requests. 

Question 2: Does your Administration agree with such an electronic format, and even if you do not intend to use it, will your Administration recognize such documents issued by other CEPT Administrations? If yes, please provide further information. 
Yes 
Question 2.1: If yes, 
Please provide further information 
If it possible by any means to certify or verify the authenticity of a license or a certificate. 

Question 3: In your opinion, what is the file format that is more suited for issuing these documents in electronic format? Furthermore, what document security method do you consider is more appropriate? Please provide a short description of the advantages offered by them. 
The following file formats are appropriate: .doc, .rtf or .pdf. Security methods: issuing of documents with digital signature or verification of the authenticity of the documents on the official website of the organization, issuing the license or the certificate. 
Question 4: In your opinion, could it be useful to include a QR code in the electronic format? 
Yes 
Question 4.1: If you deem such a code a good idea, 
please suggest alternative barcodes that could be included. 
QR code is sufficient. 

Question 5: Does your Administration support this initiative at CEPT level, for the migration to digitally signed documents to be accomplished in a timely and effective manner? 
Yes 
